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1. INTRODUCTION

1.1 Background

A Physical Access Control System (PAGHYwsfederal entities to assign different access requirements
based on the risk of the physical asset being accdagiit way aPACSis used tamitigate the risk of a
physical security breackine importantacet of a PACS is the authentication mechasisappored

Homeland Security Presidential Directi¥8 [HSPD12] requires a common identification standard for
federal employees and contract(rs., an identity credential that can be interoperable govengwide)
to be used to gain secure access to fedecaltyrolled information systems and facilitid$is resulted in
the Personal Identity Verification (PIMEard! which Federal Information Processing Standard [FORS
201] and associated documetgshnicallydefine.Per HSPD12 andOffice of Management and Budget
(OMB) MemorandumniM-05-24, Implementation of HSP21 Policy for a Common Identification
Standard for Federal Employees and Contractagencies are required to issue a PIV Cafdderal
employees and contractors wiemjuire longterm access to fedenadsources (i.efacilities and/or
information systemsand to other individuals requiring access following an agencybaskd decisian
As of Quarterl Fiscal Year (FYR014, theFederalGovernment has issued498,673IV Cards to
federal employees {96 of total federal employees) a@id6,227PIV Cards to federal contractoi&1¢o

of total federal contractors)

In addition, theFederalGovernment has implementgdidance entitledPersonal Identification
VerificationInteroperability (PI\/l) for Non-Federallssuersto allow forthe issuance aflentity cards
that can technically interoperate wihderalGovernment PIV systems and can be trusteBdzeral
Government relying part&e This resulted in the PIV Interoperable (PIMCard a credentiathat may be
issued to populations that do not fall under the scope of HSPRutrequireaccess téederal facilities
andinformation systems/here interoperability is desirelh situations where a PW/Card is usedit
must be crossertified with theFederalPublicKey InfrastructurdFPKI) to establish trust ah
interoperability To-date, the=PKI has approvefive PIV-1 Card Issuers and one RN\Bridge (whoin
turn hasapprovedthreePIV-I Card Issuers).

The emergence &IV Cardsand PI\¢l Cards has created a new set of challenges for PACS
implementationsincluding but not limited tmew and strongeauthenticationechnologies
(mechanisms)nonlocal card issuancéherequirement for interoperabilitgnd newfederalguidance

In February 2011, OMB issuédemorandum M11-11, Continued Implementation of Homeland Security
Presidential Directive (HSPD) 12 Policy for a Common ldentification Standard for Fedegaiployees
and ContractorgOMB M-11-11], which mandates the followinfpr federal agencies

1. Effective immediately, all new systems under development must be enabled to use PIV
credentials

2. Effective the beginning dfiscal Year EY) 2012, existing physicalnd logical access control
systemgLACS) must be upgraded to use PIV credentials

3. Procurements for services and products involving facility or system access control must be in
accordance with HSRD?2 policy and thé-ederal Acquisition Regulation;

4. Agencyprocesses must accept and electronically verify PIV credentials issuecebyeatbral
agencies; and

! A description of the PIV Card and its characteristics can be found in S&ction
2 A current list of PIVI providers carbe found ahttps://www.idmanagement.gov/approveid-i-entities
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5. The governmenivide architecture and completion of agency transition plans must align as
described in the Feder@hief Information Officers€lO) Councib Eederal Identity, Credential,
and Access ManagememICAM) Initiative.

In response to the large number of issued @#vdsandthe growing interest iRIV-I Cards, their new
authentication mechanisms, and the [OMBLIA11] mandate the FICAM Initiative is publishing this
document to provide guidance for leveraging PIV and-Rdkédentials in a federal agency PACS.

A variety ofotherfederaldocumentshavebeen publishethatdirectly or indirectly affeca PACS
implementatiorin this regardincludingbut not limited to

9 Office of Management and Budget (OMB) Memorandur®8404, E-Authentication Guidance
for Federal AgencieEOMB M-04-04];

1 Homeland Security Presidential Directive Palicy for a Common Identification Standard for
Federal Emplgees and Contractof$1SPD-12];

1 Federal Information Processing Standards B@tsonal Identity Verification (PI1V) of Federal
Employees and ContractofsIPS 201];

9 National Institute of Standards and Technology (NIST) Special Publiq@&®)y800-53,
Recommended Security Controls for Federal Information Systems and Organizi&is SP
800:53];

T NIST SP800-79, Guidelines for Accreditation of Personal Identity Verification Card Issuers
[NIST SP 80079];

1 NIST SP800-116, A Recommendation for the Use of PIV Credentials in Physical Access Control
Systems (PACENIST SP 800116];, and

1 Federal Identity, Credential, and Access Management (FICAM) Roadmap and Implementation
Guidancg FICAM Roadmap].

1.2 Purpose and Audience

Thesolepurpose of this document is to providietailed technicand securityuidance foteveraging

PIV and PIMI authentication mechanisms irfieaeral agenc?ACS tocomply with directives such as

[OMB M-11-11] and toprovideinteroperability across the fe@éenterpriserespectivelyThis document
distinguishes between those authentication mechanisms which do and do not meet the control objectives
of HSPD12 and the vision and goals of the ICAM segment architecthis.documentvasdeveloped

by theldentity, Credential, and Access ManagementcBaoimittee (ICAMSC)of the Information

Security and ldentity Management Committee (ISIM@dler the authority of the Federal CIO Council.

The primary audiensdor this guidanceare(a) technical staffvith regponsibilities such adeveloping
andintegratingPACScomponentsselecting?ACssolutions,and determining themost appropriate local
use ofPIV and PIVI in alocal PACS and(b) PACSoriginal equipmentmanufactures (OEM).

Thesecondary audiensdor this guidance are (@rocurement officialsvho need technical guidance for
citation in PACS procurements that intend to implement the mandates Mdtild M-11-11]; and (b)
security managerwho performFederal Information Security Management Act (FISMiAprmation
system risk managemeaft PACSsolutiors.

3 For NIST documents (Special Publications, Federal Information Processing Standards, Interagency or Internal Reports), see
http://csrc.nist.gov/publicationdFor OMB Memoranda, sddtp://www.whitehouse.gov/omb/memoranda_default
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1.3 Scope
The scope of this guidance document is limited to the following:

1. LeveragingPlV and PIV| authenticatioomechanisnin a PACS:
a. toimplement strong security contrpénd
b. to provide interoperabilitpetweerdifferent facilities
2. Providing authentication patterns to illustrate useBIdf and PI\AI authenticatiorand
differentiating the authentication patterns that are deemed acceptable for target state use
3. Understanding thasksand appropriate usd the variousPIV and PI\/| authentication
mechanisrg and
4. ReconcilingPIV and P/l authentication mechanismagainst levels of assurance specified in
variousdocumentsuch agNIST SP800-11€], [NIST SP800-53], [OMB M-04-04], [OMB M-
11-11], [FIPS201], and theinteragency Security Committee (ISEacility Security Level
Determination StandarfFacility Security LevelStandargl

A discussion of and guidance for aspects of a PACS other than leveraging PIV an@dtigareout of

scope for this documeridditional guidance about implementing PACS (including processes for
conducting risk assessments, incorporating federal security requirements, implementation planning, and
solution design and implementation) can be fourdiICAM Roadmap]. Other aspects of a PACS (e.g.,
how to implement and manage core PACS comporseiats ageaders, controllefganels headends,

servers, client work stationdefining and managing access control policies; integratingpaddnctions

siech as closed circuit television€CTVS9), intrusion detection systems, life safety systems, and IT

support infrastructudeare out of scope for this documént.

In addition,this document focuses on afard biometric comparison and does not addressgional
biometricon-cardcomparisor{OCC) introduced in [FIPS 202].

While this guidancappliesexplicitly to thoseagenciesequired tocomply withHSPD-12, other
communities (e.g., Intelligence Community [I@Peencouraged to leverage the technical aecurity
guidance provided to the extguissibleto promote strong authenticatiorhere is intent for this
guidance document to be consistent with authoritative docuntiethisre is an inconsistency, the
applicableauthoritative documernakes precedent.

1.4 Document Organization

This document is divided intimur parts.Section 1 provides a higlkvel introduction as well as purpose

and scopeSection2-7 describe the current PACS landscape, as well as current standards and guidance
that directly or indirectly affect PACSection8, Enterprise PACSecurity Functionsdescribes specific
andmeasurable security controls that impact the successful operations of PACS as a security
countermeasurél he remainder of the document analyzesymon authenticatiopatterns, providing

insights, clarifications and guidance, especially in light of Se@&ion

“ Please see other sources for a broader, deeper treatment of thefsscopie tpics. SeedppendixD: DocumenReferencesas
a starting point for identifying sources.
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2. PIV AND PIV-I CARDS

This document focuses aise ofPIV andPIV-l Cardsin a PACSThe Cards are defined fdlows:

T

PIV Card - an identity card that is fully conformant with federal PIV standards (i.e., FIPS 201
and related documentatiof)nly carddssued by federal entities can be fully conformant.
Federal standards ensure that PIV Cards are interoperable witkhcapdedy all Federal
Government relying partigs authenticate identity

PIV-I Card - an identity card that meets the PIV technggacifications to work with PIV
infrastructure elements such as card readers, and is issued in a manner thétddiavand
nonfederal relying partiet accepthe cardo authenticate identity?lV-I credentials provide
identity proofing (or identit certainty).PIV-l Cards aréssuedby nonfederal issuersshose
proofing procesmust becommensurate with PIV that bindgard toa personPIV-I does not
assert that a background investigatioas performedAdditional investigation requirements may
be necessary based on actual assignment and assBiVidkcredential requirements are defined
in X.509 Certificate Policy for the FederBtidge Certification Authority (FBCAFBCA CP].

Both PIV and PIVI conform to the following NIST publications:

T

T

T

[NIST SP 80073] i provides PIV Card technical interoperability specifications.-PGards
must adhere to tH&NIST SP 80673] data model and card edge requirements;

[NIST SP 80076] i provides PIV Card biometric technical guidaneé/-I Cards must confon
to [NIST SP 800r€]; and

[NIST SP 80078] i provides PIV Card technical guidance regarding digital credentials present
on the PIV CardThis is where much of the trust in the identity credential will be established.
PIV-I Cards must ensure their digitakedentials medNIST SP 80078] technical requirements.

Table2-1 compareghe requirements for ea€ard type.
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Table2-1, PIV-1 Guidance Document Comparison of PIV and PH/Cards

Policy Comparison PIV | PIV-I
Identity . . . . . —_ .
\/erification National Agency Check with Inquirie8IACI) or Tier 1 investigation o]
FIPS 201 Conformant 0
PIV Object Identifier OID) on PIV Authentication Certificate (trust model) o]
FBCA PIV-I Hardware equivaleniuthentication Certificate o]
Trust model FBCA PIV-I Content Signing equivalent object signing certificate o]
Content Signindgextended Key Usagd&EKU) for PIV Card issuers o]
Content Signing EKU for PIM Card issuers 0
PIV Card Authentication Certificate 0
PIV-I Card Authentication Certificate 0
Technical Comparison
Authentication
IAssurance Level [NIST SP 80663-1, Assurance Level’4 o o
Card Stock on GSA APL o o
PIV Application Identifier (AID) 0 0
Command edgand NIST SP 8085 conformarit 0 o]
% ?(;jellz dge and atz(l\:lgsr;'hiij erSYn?i)qcuoenfggzﬁﬁl_'oS% )Unique Identifier@GUID) present in the 5 5
RFC 4122 conformaniiniversal Unique IdentifieldUID) required in the GUID dat o
element of the CHUIE 0
RFC 4122 conformant UUID present in the Authentication Certifithtes o]
Visually distinguishable from PIV Card 0
AsymmetricCard Authentication KeyRKI-CAK) presence Required?| Required
Symmetric CAK(SYM-CAK) presence Optional

5 http://www.idmanagement.gov/sites/default/files/documentsi@GonPolicy.pdf

% The FBCA establishe=tificate equivalence for NeRederal Issuerdhis is achieved by mappingof one organi zati or
policy with other or gani zcaosscedifictesto gesmdiateone policy @10 withdher. i ssuance o
" This Assurancd_evel is only ensured when using the PKI certificates in these credentials.

8 Conformant form factor.

® Contact and contactless command edge conformant defifisdiSi SP 80673-2] part 2 requires support for specific ISO/IEC
7816 commandsCard edge and data model verified through NIST SP8Dst tod (further efforts are expected to address
exceptions foNon-Federal Issuers).

1OINIST SP 80673 does not require use of RF@2Rto generate valid GUID for PIVCards but it is required for PIM
Cards

1 YUID valuewill be in subjectAltName extension of the PIV Authentication Certificate and Card Authentication Certificate.
12IFIPS 2012] requires Asymmetric CAK key and cesponding certificate in PIV Card.
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3. PACS OVERVIEW

A PACS follows a straightforward operational process to authenticate users using one or more of a
predefined set of credentials and then makes authorization decisions based on a predefined set of rules
governing accesg®rior to[FIPS 20], theFederalGovernmentcommonlyimplemened PACS that
authenticate users using proprietary, singkeise card that typically containedocally unigue identifier.
When this card is presented at an electronic reader, the identifier is checked against a proprigtaly, inte
Awhi t e | iagthorizatibnaecisien&te a facility at an intended point of entry (e.g., door,

turnstile) While this mode obperation tends to be the most common and uncomplicated method of
managing access to controlled arealsagvulneraliities as described ifNIST SP800-114:

ifThe physi calystemx(RACS)seployedirt mosderal buildings are facility

centric rather than enterprisentric and utilize proprietary PACS architectures. Therefore, many
issued identificatiorflD) cards operate only with the PACS for which they were issued. In
addition to the lack of interoperability, deployed PACS technology presents the following
challenges:

1. Scalability T some deployed systems are limited in their capability to processniper
credential numbers necessary for Governmagde interoperability.

2. Securityi deployed PACS readers can read an identifying number from a card, but in most cases
they do not perform a cryptographic challenge/response exchange. Most bar codécmagnet
stripe, and proximity cards can blenedeasily. The technologies used in these systems may
offer little or no authentication assurance.

3. Validity 7 deployed PACS control expiration of credentials through an expiration date stored in a
site database.lEre is no simple way to synchronize the expiration or revocation of credentials
for afederal employee or contractor across multiple sites.

4. Efficiency i use ofPACSPersonaldentificationNumbers® (PINs), public key infrastructure
(PKI), and biometric¢BIO) with deployed PACS is managed on a-specific basis. Individuals
must enrolPACSPINSs, keys, and biometrics at each site. SPBESPINSs, keys, and
biometrics are often stored in a site database, they may not be technically interoperable with
PACS at ot'her sites. 0

Figure3-1"illustrates that a PACS is an essential part of a security managgystarh, and requires
interfaces with other parts of the overall identity managemenseautity infrastructureSupporting
solution components, and key design characteristics can be fol@€AM Roadmap]Section 10.2.

B3PACS PINO refers to a PIN that is managed and authlenticate
PIN authenticated by PIV or P#V/Cards.

1 http://csre.nist.gov/publications/nistpubs/8D06/SP80aL16.pdf
15[FICAM Roadmap]
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Figure 3-1, FICAM Roadmap Overview of PACS within the Overall Infrastructure
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3.1 Current PACS Architecture

A typical current PACS architecture will look similar to that showRigure3-2. While different PACS
vendors may name their components differently, the essential functionality of all systems is the same.

Figure 3-2, Typical Current PACS System

Door Controller
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Communication

User Card
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3.1.1 PACS and the Introduction of PIV and PIV-l Cards

The introduction oPIV and P\l Cards represents major steforward in standardization of access
control within theFederalGovernmentThere are now standard identity catioigtarerecognizable and
able to be trustely all government agencies. While usenBIV or PIV-1 Cardin existing PACS will
require change# maynot necessitate a complete replacement of the PACS compdfignte3-3
shows where these changeayaffect the system.

Figure 3-3, FIPS 201 Changes to PACS

Validate at registration PACS Head
End Server

g /\boor Controller

.

\‘IJ Bidirectional New PKI

Communication Security
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Figure 33 provides only a notional representation of an upgraded P@Eter architectural models may

be followed to reach the target state and the design objectives outlined in the FICAM Rdaaimap.
example Figure 33 showsuser registration data being entergdtie PACS Administrataat registration;
however, other PACS architectures may allowagency to usenterprise identitynanagemengystems

to be used as authoritative identity sources, which push registration data downstream to the PACS Head
End Server.




PIVin E-PACS v3.0

Upgradingor replacingan existing PACS to enable it to properly usel¥ or PIV-I Cardas the user
identity card requires a few significant changes:

1. PIV and PV Cardsarean[ISO/IEC 14443 type smart card with a contactless interface that
operatest 13.56megahertzNIHz). In addition some authentication mechanisms require using
the contact interface. The most common identity cards in use today are contactless proximity
cards which operate at 1RBohertz kHz). This incompatibility incommunication protocol and
the need in some cases to support the contact interface will require replacement of the readers.

2. ThePIV and PI\I Cards employ a new profile for representing the data on the card. The system
must therefore add functionality tead and interpret this new profile.

3. The PACS must be changed to use the Federal Agency Smart Credentigber (FASCN)
Identifier on thePIV Cardas defined in [NIST SP 8013-3] Part 1 Section 3.1.2

4. Each PIVI Card contains a unique identifier calla UUID.The UUID value is in accoahce
with [RFC 4122]as defined in NIST SP 8083 section 3.3This functionality must be added to
extract thisJUID from the card data, and to use it in the access control decision process.

5. To ensure secure usefiV andPIV-I Cards, some level of authentication and validation must be
performed as part of thregistrationprocess anth reaktime during the access attempt, requiring
the ability toextend beyond the immediate physical security boundary in order tveetri
validation objects such as CRLs@nline Certificate Status Protoc@CSBP responses

6. The communication protocols between PACS components must be able to process much larger
data elements (i.e., the sign@drdholder Unique IdentifielHUID]).

7. The PACSmustsupport bidirectional communicatioimsorder to perform challenge/response
activities with PIV and PIM Cards.This may include updating physical cabling links between
the reader and controllpaneland shifting away fronthe Wiegand Prottl commonly usedor
unidirectional communicatiotoday.

8. ThePACS must i nt egr averallCAM inflastracture sueh gseenteryriges
identity management and credentialing systenpdwisionauthoritativeidentity and credential
information andto sharedPKI validationcomponents

3.2 Target PACS Architecture

Figure3-4 depicts the target concept for craggency access. RIV Cardissued to aiserby any agency

or a P4l Card issued by any trusted issgan be used for access to various systems at other agencies
that have integrated with the Shared Federal Infrastruttinie includesEnterprise PACS #PACS)®.
Figure3-4 is adapted from the technical layer of FHEAM segment architectur¢ggICAM Roadmap]
Section 3.2.5)whichdepicts the target concept for craggency access.

Bhttp://www.idmanagement.gov/sites/default/files/documents/FICAM_Roadmap_and_Implementation_Guidance_v2%200_ 201
11202_0.pdf

10
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Figure 3-4, FICAM RoadmapFederal Enterprise Target Conceptual Diagram
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The target state fdE-PACSincludes the following steps:

1. After adetermination is made to authorize the cardholder to have access to a facility, the
cardhol der 6s cr edent i aHrovisiominggnayonclude pravidiegdhe i nt o t h
user with an access account, assigning privileges for access, or access adhtslity/area.

2. A Cardholder desires access to a facility/area and presents his card to the card reader on the attack
side(or nonsecure sidedf the access point.

3. The Cardholder presents his/her PIMPBY-I Card(contact or contactless interface) to the card
reader. The Cardholderauthenticatdusing one or some combinationafthentication
mechanismsliscussed irBection4 (see Section8, andTable8-3 in particularfor more
discussioi

11
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4. Upon successful authentication of the card, the cardholder, and subsequent authorization by the
PACS thecontrollerpanelreleaseshe locking mechanisnthe entry point opens, and the
Cardholder is granted access to the facility/areautifiorizatioris unsuccessful, the access
attempt is denied and the locking mechanism remains locked.

5. The PACS creates a record of the access éassd on local audiolicy.

12
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4. SMARTCARD AUTHENTICATION MECHANISMS

PIV and PIMI Cards containfour electronic identification and authentication mechanjswhsch alone or
in conjunction with otheauthenticatiormechanismsanestablishconfidencgto varying levels of
asswance)in the identity of the cardholder

f  PIV Authentication Certificate’’ i (PKI-Auth'®) allows PKtbased authentication only
accessible via the contact interface when the user PIN is provided;

f Biometric*®i (BIO or BIO-A, if attendedl authentication ofthe ar dh ol der @rshef i nger p
optional irisimagesusing biometric templates on the card, including verification of the signature
and signer;

§ Cardholder Unique Identifier (CHUID) ?°i contact orcontactless read of the CHUID object,
including verification of the ggnature and signer; and

9 Card Authentication Key (PKI-CAK) 1 allows cryptographic authentication of the card via
contactor contactless interfac&his isa mandatorgertificateon the PI\#* andP1V-I Card.CAK
may also be a symmetric key on FD@rds?

[FIPS 201]and [NIST SP 80Q.16] offer detailed information in regards tathentication mechanisms
and kvels of confidenceThis documenteverages information from [FIPS 201] almdildsupon
guidance fronfNIST SP 800116] for PACS.

[NIST SP800-116 summarizesix possibleauthentication mechanisrasing thePIV Cardto establish
confidence in the identity of the cardholdBue to the technical interoperability, these six authentication
mechanisms can be used with the PI¥ard as wellTable4-1 lists theauthentication mechanispibeir
authentication factof§ andwhich interfacés) they carbe used withSeeTable6-1 and Sectior8 for

further discussiorNote the ftlowing aboutTable4-1:

1. ThePIV/PIV-I PIN is required to be presented to the card when BIO;BD PKI-Auth
mechanismare used. The PIN is considered as a factor (what you know) only when the PACS
has active crgtographic proofhatit can trust the carth whichthe PIN was presented (CAK,
PKI-Auth) and the BIO information comes from that same card.

2. Rows in gray do not appear in the original [NIST SP-806] Table 71.

Y For PIV Cards onlythe equivalent certificate for a PIMCard is called théuthentication PKI Certificate, per the PINor
Non-Federal Issuers document.

BReferred to as ARKIO in [NI ST SP 800

19 Off-cardbiometric comparison of the fingerprint template and theoogptiiris image is accessible only after providing the
correct PIN and only via the contact interface

20 The CHUID authentication mechanishas beemleprecatedh FIPS 2012, and it is expected that it will be removed from the
standard in its next revian. Therefore, it is recommended that agencies transition from the use of CHUID.

21 Required per [FIPS 202].
22 For discussion ofymmetrickey managemenpleasesee Appendix A

ZThe level of assurance for one factor is not the same for the global levels of assurance dgGméd br04-04]. SeeTable
8-3 for more details

13
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Table4-1, PIV/PIV-I Authentication Mechanisms
PIV .
Authentication Have Know Are Aur:;tcl)crzsazt‘:on Interface
Mechanism
Smartcard with crypto key PIN with crypto proof Observed-ingerprintor Iris
ALt - BlICA (High Assurance Factor) | (MediumAssurance Factor] (Medium Assurance Factor J CenEs
Smartcard with crypto key PIN with crypto proof Fingerprintor Iris
e (High Assurance Factor) | (Medium Assurance Factof (Low Assurance Factor) E Crnite!
. PIN with indirect . . .
CAK % + BIO-A Sm_artcard with crypto key verification assumption Obse_rved Fingerprirdr Iris 3 Contact
(High Assurance Factor) (Medium Assurance Factor
(Low Assurance Factor)
. PIN with indirect . . .
CAK + BIO Sm_artcard with crypto key verification assumption Fingerprintor Iris 3 Contact
(High Assurance Factor) (Low Assurance Factor)
(Low Assurance Factor)
Card Observedringerprintor Iris
B (Low Assurance Factor) (Medium Assurance Factor 2 Contact
Smartcard with crypto key PIN with cryptoproof
P (High Assurance Factor) | (Medium Assurance Factot 2 Contact
Fingerprintor Iris
=0 (Low Assurance Factor) 1 Contact
Smartcard with crypto key )
CAK (High Assurance Factor) 1 Contact/Contactless
Printed Security feature on
CHUID + VIS the Smartard 1 Contact/Contactless

(Low Assurance Factor)

% ow assurance faor indicates that there is no cryptographic verification that the information comes from (or is verified by) the card

2 Asymmetric CAK is required for PIV Cards per FIPS ZD1Symmetric CAK is optional and may be used in addition to the required Asyim@AaK. Only Asymmetric keys
provide interoperability between PACS and unrelated credential issuers.

14
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For PIV and PIVI Cards,the authenticatiomechanismare defined as followseeSection8 for more
discussion):

A. VIS: Visual authentication entails inspection of the topographical features on the front and back
of the PIVor PIV-I Card.The human guard checks to see that thed?INI1V-I Card looks
genuine, compares the cardhol derdos facial feat
expiration date printed on the card, verifies the correctness of other data elements printed on the
card, and visually verifies the security feature(s) on the card. The effectiveness of this mechanism
depends on training, skill, and diligence of the guard (e.g., to match the face in spite of changes in
beard, mustache, hair coloring, eye glasses).

B. CHUID + VIS®: Thecontrollerpanelcontrolling access tthe door receives frequent updates
from the PACS server and validates the CHUID ornRRhéor PIV-I Card In order to achieve
single factor authentication, the asymmetric signature of the CHUID mudieistdidated.

C. CAK: Authentication of card is completed using the CAK, a unizyptographidey that may
be used o contactless or contact card in a challenge/response protocélAU%obtains the
CAK certificate from thePIV or PIV-I Card validates the certificatedheckt he certi fi cat e
expiration datgesignature validation, revocation stgtasd sends a challenge to the card to verify
that the card holds tigivate key corresponding to the certificate. The certificate and rights to
access the facility are provisiongdthe PACSFor example, Wen thesymmetric CAK is
present and used (namteroperable mechanignthe card reader obtains the diversification
elementfrom the cardcalculates the card diversified keywd usethe keyin a
challengéresponse to verify the card is authentic.

D. BIO: The PINis presented to the card allowing tleaderto read the reference biometric
information ando attempt a mah with the live samplerhe cardholder provides a live
fingerprintor an optionalris biometricsample, which is validated against the biometric
information embedded within tHalV or PIV-I Card The PACS verifies the signature on the
biometric data objecfhis authentication mechanism does not include authentication Bf\the
or PIV-1 Card

E. BIO-A: Biometric authenticatioperformedn the presence of a human guard is caid-A.

The PINis presented to the card allowing tteaderto read the reference biometric information
andto attempt a match with the live samplie.addition to the steps in procd3sa Security
Officer supervises the use of tR&/ or PIV-1 Cardand the submission of the PIN and the
biometric sample by the cardholder.

F. PKI-Auth?®: The Cardholder provides PIN for validation by #& or PIV-I Card ThePIV or
PIV-I Cardvalidates the PIN allowing use of the PKlith Key. The PACSralidates the
cettificate checkt he cer t i f i c a signaiwe vaidation, reeotation stgtatich t e
sends a challenge to the card to verify that the card holgsitlage key corresponding to the
certificate® As a result of the successful cryptograpttiallenge/responsthe successful PIN
presentation is confirmed to the PACS.

% The CHUID authentication mechanishas beemleprecatedh FIPS 2012, and it is expected that it will be removed from the
standard in its next revisioherefore, it is recommended that agencies transition from the use of CHuHMIS
authentication mechanism provides little to no assurance and is only acceptable in combination with CHUID.

Z7INIST SP 800116]
®Referred to as f#R6I O in [NIST SP 800
2 seePIA-5. Certificate validation may be performed by integrated validation setvices
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G. CAK + BIO: This includes an integration of the steps from opti©endD. The verification of
the PIN can be trusted because the &WIV-I Card is authenticated by the CAK.
H. CAK + BIO -A: This includes an integration of the steps from opti@m®dE. The verification
of the PIN can be trusted because the ®¥IV-I Card is authenticated by the CAK
I. Card PIN: The presentation of the PIN to the card is not considered a factor by the PACS unless
the PACScan validate that the card is a valid PIV or RI€ard As suchit does not appear in
the table as an independent mechaniEnere are only two mechanisms fietermining that a
card is a valid PIV or PIM Card, and both use cryptographic challenge/response
a. CAK, which does not require a PIN but indicates the card can be trastdd
b. PKI-Auth, which requires the correct PIN for the @¢&o execute the authgcation

The following authenticationelated differences betwe@iV andPIV-1 Cards should be noted:

1. ThePIV Cardincludes a FASEN to uniquely identify it, and thus avoid identifier collisions.
However, thdFASCN structure does not support its Umyond the U.S. Governmeittherefore,
PIV-I Cards include an RFC 4122 generated UUID in accordance[WNI®BT SP 80073] Section
3.3 in the GUID field of the CHUID, as well as in thabjectalt-name extension of the
authentication certificate in accordanwith [PIV-I Profile]. RFC 4122 UUID construction and
format rules ensuréhatthe risk of PI\l identifier collision is infinitesimal.
2. ThePIV-I Certificate for Authenticationis s sued under the Co®llmon Pol i c
certificates issued unds#his policy conform tgPIV-I Profile].
3. The PIV Certificate for Authentication issued under the PIV Policy defined in the Common
Policy. All certificates issued under this policy conform to [PIV Profile]

S0INIST SP8006116 Appendix C uses the acronym CBP to define the combined authentication mechanisms of CAK + BIO or
CAK + BIO-A. In addition,[NIST SP800116 Appendix Cspecifiesvhat authentication mechanism (or combination) can be
used to move from one area (Uncontrolled, Controlled, Limited, Exclusion) to another
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5. GS A®APPROVED PRODUCTS LIST (APL)

OMB designated GSA as the Executive Agent for governiwedg acquisitions for the implementation

of HSPD12. Per OMB memorandum M6-18, Acquisition of Products and Services for Implementation

of HSPD12[OMB M-06-18], federal agencieare directedo puichase only products and services that

are compliant with the federal policy, standards and numerous supporting technical specificiations.
support of these mandates, GSA established the GSA FIPS 201 Evaluation Program Approved Products
List (APL).*? More information about the GSA APL including its product categories and approval
procedures can be foundhdtp://fips201ep.cio.gov/

The GSA APL identifies functional categories that may or may not be useful omeleRACS, as it
supports the entire FIPS 201 spectrum, including enrollment, card production, issuance systems, and card

readers for both logical and physical access applicatBpexific categories have been identified that do
support PACSThese categries include®

Figure 5-1, FIPS-201/FICAM Testing Program PACS Product Categories

PACS Topology *

Caching Status Prowy Server

Cryptographic Module

Int. USB Card Reader/Writer & Fingerprint Capture

Iris Capture Device

Muobile Validation Device

Validation § O5CP Client
S Path Validation Fngine

Registration Station

SCVP Client

Secure Controller

Single Fingerprint Capture Device

Transparent USB Card Reader [/ Writer

Database and Server

Field Panel (Controller)

Head-end Service (PACS application & Server)

PACS Int. USB Card Reader/ Writer & Fingerprint Capture
Infrastructure;

Registration Station

Single Fingerprint Capture Device

Transparent USB Card Reader f Writer
‘Workstation

FICAM Reader Single Factor

FICAM

Reader** FICAM Reader Dual Factor
cader

FICAM Reader Three Factor

* Shown above is the current Testing Program PACS topology. Vendors may
submit alternate topologies for approval and incorpoeration into the program
**The FICAM Reader is FIPS 201 Compliant

31 [OMB M-06-18§]

32 More information about the GSA APL, including its product categories and approval procedures, can be found at
http://fips201ep.cio.gov/index.phffhe wirrent APL can be found &ttp://www.idmanagement.gov/approvptbductslist-
apl.

33 The FIPS201/FICAM Testing Program product categories may be fouhttmt/www.idmanagement.gov/redesigrapl
categories
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It is important to note tha@ SA performgesting for security, conformance, functionality, and
interoperability with other components within specific configurati@e¢ectingindividual
components on the APdutside of the specified configuratiodses not assure that the system
will perform ina way that results in a holistic, secure system as described in [NIS00SR 6]
and as required by [OMB M1-11].
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6. PACS THREATS

As [NIST SP 80a116] notesthe PIV System protects the trustworthine$®1V Cards™, and data

objects through PIV Card access rules and digital signatures. Overall trust in the execution of a PIV
authentication mechanism is also dependent on correct operation of theW Card, the PACS, and
the PIVor PIV-I Card validation infrasticture, and, to a degree, on protecting the confidentiality,
integrity, and availability of the communication channels among them. Attacks may, therefore, be
directed against any of these components, with varying difficulty and potential ifhpaot. aranany
different attacks that can be perpetrated against a PR&ife6-1 summarizes the most common of these
threats.

34 And by extension, PIV Cards.
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Table6-1, Summary of Common PACS Threats
Likelihood | Likelihood
PACS Threat Description Countermeasure Comment Blle: Bl
Counter Counter
measure measure
Human-Exploitation Threats
Soc!al . Attacker persuade§ a cardholder tc SeePAT-1. See also [NIST SP 80D16]. Moderate Low
Engineering give them possession of thard.
Usean authentication mechanism
Use of Attacker steals or finds a card and ;[/he;t rre(iqu;reis lea (:lm?rr;etr:lcseef
Unreported Lost | uses it to gain accedsefore it is o I See also [NIST SP 80D16]. High Low
PAT-1. In addition, stablish a robus|
or Stolen Card | repored lost or stolen . .
policy andprocess for reporting
lost/stolen cards.
Card-based Threats
. " . PACSshouldnottruncateidentifier | Using a strong hash is possibl
An identifier collision occurs when :
. e .| and should do a complete under some circumstances for
the identifier used by the PACS is P : Iy
. X : verification ofcardidentifiers the PACS but only when
Identifier present in more than oward. This S L . ; o
- enrolled in its databas¥erification | uniqueness of identifiers and Moderate Low
Collision can only happen dbke result of a . ) . -
. of the digital signatures of the card | signatures have been verified
PACS desigrilaws, such as . . !
truncating identifiers data _object:prevents this from being least onceSee also [NIST SP
possible SeePIA-3.3. 800-116].
Issuers mst publish revoked
PACS should verify cards which cards but theres a window of
Use of Attacker uses a card that hast have been revoked by issuers usin{ time between which the card High Low
Terminated Card been deauthorized from the PACS | CRL, OSCP, or other available may be revoked by the issuer 9
mechanismSeePIA-3.5. and thePACSnot aware of it.
See also [NIST SP 80D16].
Increases the cost of card
Attacker mimics the appearance, b| Use one or more printed security | issuance and may require
not the electronic behavior, of an | features such ag@.,Holograms, equipment for security officers
Visual actualcard. A replica may be creatqd ghost image, microtext, laser to verify the card surfac&ee High Highto
Counterfeiting by color photocopying or graphic | engraving, faded aredeePIA-3.3. | also [NIST SP 80d.16].In 9 Moderate

illustration methods and color
printing to blank stock.

In addition,use the electronic
features on the card (s8ectionl1Q).

addition,VIS inspection of a
card alone is not sufficient to

grant accesgseeSectionl10).
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Likelihood | Likelihood
PACS Threat Description Countermeasure Comment Blle: Bl
Counter Counter
measure measure
Attacker uses a concealed U se active card authentication whid May also happen with the
. is not subject t&€HUID replay )
contactless PIV Card reader with a contact interfacas shown by
" . attacks even on yprotected
N sensitive antenna to obtain the freq . many ATM attacks.
Skimming : channelsSeePIA-3.3. In addition, : Low Low
read data from theard, which use of the REID sleeve protects the SeeCHUID replay attack in
includes the CHUID and the card from skimmin whi?e in the this table See also [NIST SP
certificates. 9 800-116].
sleeve.
May also happen with the
Attacker uses a londistance Use active card authentication whiq contact interface ashown by
Sniffin receiver to capture the entire is not subject t&€HUID replay many ATM attacks. Low Low
9 message transaction between the | attacks even on un protected SeeCHUID replay attack in
contactless reader and tberd. channelsSeePIA-3.3. this table See also [NIST SP
800-116].
Electronic Attacker obtains a card and makes| Use card active authenticati@RKI-
Cloning copy of it, then uses it to gain acce{ Auth or PKI-CAK). SeePIA-3.3, See also [NIST SP 80D16]. Moderate Low
Injecting various FASEN or UUID
numbers to the PACS in attempts t .
discover a valicgand authorized L - . Ver|_f|gat|on should be done (a
identifier Verification of digital signatures (up| a mmmum) V\_/hen the
' to the trusted root) should be done | credential is first registered an
Electronic An alternate form of this attackto all data objects. This may require | the integrity of the data object Moderate Low

Counterfeiting

guess multiple identifiers repeatedl|
The alternate is mitigated by limitin
the number of guessese(, rate
metering).

more verifications in a Federated
Environment €.g., name
restriction$. SeePIA-3.3.

should be verified at time of
use (same data than when
registered)See also [NIST SP
800-116].
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Likelihood | Likelihood
# | PACS Threat Description Countermeasure Comment el Ll
Counter Counter
measure measure
The CHUID as well as
certificates contain expiration
. . N datesExpiration dates for the
. Attacker obtains an expired card | Check expiration date of the - -
10 Use of Expired (e.g., from a trashcan) and uses it { credential Physicallydestroy specific mode of agthgntlcatlo High Low
Card gain ’access expired cardS. SeePIA-4 must be checked (i.e. in
' ' ' CHUID mode, check CHUID
expiration; inPKI-CAK mode,
chedk CAK certificate).
Verify the signature on the biometrif Biometric objects are signed b
objectmitigates the simple forms of| the issuer, effectively binding
this attack by ensuring the biometri{ the biometric object to the
In the simplest form thetmckerputs | object is not forged appropriate identifiersThis
their own biometric object on a attack does nddffect the
forged cardThe attacker may also | Counteringthe more complex form | trustworthiness of thibinding
substitute a forged biometric on an| of this attackrequires verification or undermine biometric based
otherwise valid card. that the biometric object was issueq authenticatioras long as the
11 Biometric Object with the other objects on the card | signature on the biometric Low Low

Substitution

In a more compleform the attacker
may put their own valid biometric

object on someon
order to exploit
privileges.

(i.e.,notsubstituted latdr There are
two potential countermeasures:
-verify the security object on the ca
-authenticate another object on the
card in addition to the biometric ang
verify that the identifiers for both
objects are the same

SeePlA-3.4.

object is verified.

The more complex forns only
usefulto reduce the overall
assurance when multiple
authentication mechanisms ar
used together.

% See [GSA MsO] for steps for destroying a card.
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Likelihood | Likelihood
# | PACS Threat Description Countermeasure Comment Blle: Bl
Counter Counter
measure measure
ﬁg:féiégsgaésiélztfen'ngéjoec\)/r')c teo Use authentication mechanism not
CHUID Replay . 9 subject to replay, such &KI-CAK Use of the CHUID is subject tg
12 capture access information, and th Moderate Low
Attack . . or PKI-Auth. SeePIA-3.3. replay.
replays the captured information to
the PACS device.
Information -based Threats
Trust anchors, like any software
13 Trust Anchor Attacker tells PACS that a bad CA | updates, should be protected again Moderate Low
Compromise should be trusted. change by unauthorized usegge
PSG2.
Access to PACS data base needs t duct back d
e : . be controlled using tokens of equal Conduct background
Provisioning Attacker inserts bad accounts into : investigations and require
14 . or higher assurance than the acces 2 Moderate Low
Attack the PACS to gain access. certifications on system by
control tokens themselveSeePAU- administrator
4andPAU-5. '
Identifiers should be as random as Identifiers can also be obtaine
possble (e.g. UUID) and not from the token themselves
Attacker obtainsdentifiersfrom the | structured (e.g-rASGN). The data . . .
. : . . ) : (identifier harvesting attacks).
Insider Attack Head End, which stores mappings | base in which thegesideshould be
. : . . o ) Moderate Low
15 | with Electronic | identifiers to access privileges. protected. Best practices encrypt tH -
o ; i : Identifiers are not
Counterfeiting | Attacker then uses the identifiers tq data The best countermeasure is td :
X 2> . o authenticators, and by
obtain access privileges. make sure no identifier used alone
. themselves represergro
(with no factor) allows accesSee C o
factors of authentication.
PIA-3.3
Man-in-the-Middle Threats
Attacker obtains a copy of a
cardholder's fingerprint from an : . . . | Itisrelatively easy to collect
. Use liveness detection or biometric o )
object that the cardholder has : someone's fingerprint pattern,
. . ) ; technology more resistant to :
Biometric previously touched, fabricates a ) . even outside of the PACS
16 : e . . spoofing (e.g., vein patterns). . : Moderate Low
Spoofing replica finger using plastior some environmentThere is no

other molded substance, and then
places the "fake" finger on the

biometric reader to gain access

Combine biometric with another
factor.

standard to verify/qualify live
detection
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Likelihood | Likelihood
_ with with
# | PACS Threat Description Countermeasure Comment thout t
Counter Counter
measure measure
Attacker pretends to be the Best practice is to sign and
ControllerPaneland propagats Protect communication between encrypt communications
ControllerPanel o ;
17 | . decisions to other components (e.d PACS components and require betweerPACScomponents. Low Low
mpersonation o . i )
tells Head End to tell authentication between elements | Line supervision provides
ControllerPanelto open door). limited integrity.
This may not prevent an insidg
to tamper with an element for
Protects communication between | others to have access to the
Attacker pretends to be the Head PACS components. PACS area
Head End . componentshould not allow access
18 . End and directs Controllétanelto .y L . Low Low
Impersonation . (or make a decision) for an area of | Best practice is to sign and
take actions (e.g., open door). . : o
higher assurance than the one in | encryptcommunications
which they are. betweerPACS components.
Line supervision provides
limited integrity.
Systembased Threats
Attacker inserts device at the PACY Reader components should be
Reader reader to affect desired behavior ol protected against tampering using | No sensitive information shoul
19 . X ; . . Moderate Low
Compromise capture information from the reade| hardware and software integrity anq be stored on the edge.
thatcan be used to gain access. authenticity controls.
Attacker logs intahe ControllergPanelor secure readers o
. Use of tamper detection &so
ControllerPanel | ControllerPanelas trusted role and | should not allow access in an area . -
20 . . . . required for all critical Moderate Low
Compromise changes th€ontrollefPanelto gain | higher protection than the area they .
: components in a PACS.
access. are in.
.| Telecomclosets and wiring
Physical PACS | Attacker tampers with PACS Protects all PACS cc_)mponents with runs should also be protected.
21 tamper detection switches and Moderate Low

Manipulation

components directly to gain access

protection mechanisms

Line supervision provides

limited integrity.
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Likelihood | Likelihood
_ with with
# | PACS Threat Description Countermeasure Comment thout t
Counter Counter
measure measure
All software in all elements should S%ﬂvysrfnf:;u!g”gsvi\zmiﬁg by
be coded to prevent such exceptior Eollgwin securit rin(g:'i les:
. Attacker causes a PACS exceptiony Software and hardware should nev gse Y Principies.
Exceptions : : : . Authentication, Authorization,
22 Attack occur, in order to gain access (e.g.| lower the security when axception Data validation. Session Moderate Low
CHUID too big) happens (e.gPower Fail does not management Lo ina. Error
allow the door to open, buffer g » -0ggIng,
handling, Cryptography,
overfow does not allow access .
Performance, Code quality.
Attackerattemps to makethe
network unavailable to the PAG® | Trigger an alarm indicating Denial g | f oubr e nad
Denial of the PACS cannot receive fresh Serviceattack.In addition, use Y . .
23 . . . ) X subject to @enial of Service Moderate Moderate
ServiceAttack revocation data, for exampl€his cached revocation data during the
O attack
attack could alloveomeone in with g attack.
recentlyrevoked credential.
Attacker does something to the PACS should be able to modify its Most facilities react tdail/safe
. environment (e.g., start a fire, turn | access rules based on the security . .
Environmental . I " ) o by allowing doors to , High to
24 poweroff) in order to initiate a conditions. Exception conditions . . High
Attack automatically open allowing Moderate

PACS action (e.g., unlock doors to

allow escape from fire).

rules should be defined ahead of

time.

people to get out.
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7. SUMMARY OF EXISTING PACS GUIDANCE

7.1 NIST SP 800-116 Risk Model

NIST Special PublicatioB00-116 A Recommendation for the Use of PIV Credentials in Physical Access
Control Systems (PACHIST SP 800116], introduceshe concept obinrestrictedControlled, Limited,
andExclusionsecurityareado facilitaterisk-based PIV authenticatias needetbr different areas within

a facility. In addition, [NIST SP 80Q16] specifiestheauthentication mechanismommensurate for each
securityarea Figure7-1 illustrates the innermost use of each PIV authentication mechahisrachanism

may be used at the interface it straddles (e.g., BIO on the interface between Controlled and Limited) and
also at any interface below this one (e.g., BIO also omthdace between Unrestricted and Controlled).

All permitted combinations of mechanisms and interfaces are shdihiSm SP 800116] Appendix C.

The permitted combinations follow from gener al rul
Exclusion,one factor must be presented to cross the first interface, two to cross the second interface, and
three to cross the third interfacedo where the pres

Unrestrictegto-Controlled interface

Figure 7-1, Innermost Use of PIV Authentication Mechanisms

Since the areas accessible by different access points within a facility do not always have the same security
requrement, the appropriasuthentication mechanism should be selected to be consistent with the overall
security requirements of the protected area. A given facility may need multiple authentication mechanisms.

Visual (VIS) Inspection Cardholder Unique Identifier (CHUIDEard Auhentication Key (CAK),
Biometric (BIO), Attended Biometric (BI\), and PIV Authentication Key (PKAuth) are PIV
authentication mechanisms defined in FIPS 201.
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Figure7-2*® shows various authentication methods (and combirgtiming PIV credentials to access the
various type of areas defined NIST SP 800116]. For example, accessing an Exclusion area requires
threefactor authenticatiorOne conbination is to use PKI+BIQA)*, as shown in option 5, movefrom
an Unrestricte@reato anExclusion area. Care should be taken wirgingsuch combinations. For
example, using a BIO to access @antrolled area (option 1) should not be followed Bi@-A when
going into a Limited area.ding a PKI (option 2) provides more identity assurance for the subject.

Figure 7-2, Examples of Mapping PIV Authentication Mechanisms

®

PKIl +
BIO(-A)

CHUID BIO CAK + BIO(-A)
+

38 [NIST SP 800116]

37 BIO(-A) indicates that either unattended (BIO) or attended {B)®iometric authentication is allowed. The abbreviation BIO(
A) combines both options.
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The [NIST SP 80a.16] risk-basednodel is defined in terms of maturity levels as foll&ftvs

1
1

)l

Maturity Level 18 Ad hoc PIV verification.

Maturity Level 28 Systematic PIV verification to Controlled areB$v Cards and currently
deployed nofPIV PACS cards are accepted for acceghié Controlled areas at this level.
Maturity Level 39 Access to Exclusion areas by PIV or exception only.-RBhPACS Girds are
not accepted for access to the Exclusion areas at this level.

Maturity Level 49 Access to Limited areas by PIV or exceptiatyoNonPIV PACSCards are
not accepted for access to the Limited or Exclusion areas at this level.

Maturity Level 58 Access to Controlled areas by PIV or exception only.-RBhPACSCards
are not accepted for access to any areas at this level.

38 Currently, [NIST SP 80(116] addresses juPIV.
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8. ENTERPRISE PACS SECURITY FUNCTIONS

[NIST SP 80853 provides a general framework for applying security controls to any federal information
system, regardless of its missidws a federal information systenm BE-PACSis subject to these contrdls
and theNIST Risk Management Framewdtko ensure that it is correctly protectddhis includes any
common controls an agency may provide across its portfolio of information systems, where applicable.

In addition to the need to be securedEePACSitself has anmportant security mission of its own: to
protect federal facilities antheiremployees, contractors, and visitddgcause of this need, this document
augmers the controls defined ifNIST SP 80853] for howthe EPACS itselfshould be protectelly
providing an additionaket of security controlspecific toE-PACSservicesThis type of supplemental
controls specific to a particular community or system type is alloweNpeT SP 80653] and is called an
overlay.The supplemental contrais this sedbn should be considered the overlay foePECS toensure
thatappropriate security measures are in place and th&-B#CSprovides adequate protection.

Thesecuritycontrols listed irthis Sectionfollow the framework established in [NIST 8P0-53]. The

controls are organized into the classes of technical, operational, and management aodttbéscontrol

families are modeled after those[MIST SP 80853].The prefi x O0P6 has HBZen adde
control families when control family sicussion pertains 8PACS For example, the Identification and
Authentication (IA) control family is specified as PIA when applicablE-ACS Table 81 below

provides an overview of the control families from [NIST SP-88Dand a mapping of the coatifamilies

that have specific control requirements applicable-BAES. Theoverlaycontrols outlined in this Section
should be applied as security measures in accordan

39 See [OMBM-10-15], which clarifies that 1PACS are IT systems, even on a stathe network; and 2) you have to perform
the activities of the NIST Risk Management Framework, including security authorization, orrttafdition to the
clarifications in [OMB M-10-15], current FISMA guidance can also be found in OMB.4-04, Fiscal Year 2013 Reporting
Instructions for the Fedal Information Security Management Act and Agency Privacy Managd@it M-14-04].

40 As described in SP 8087, revision 1Guide for Applying the Risk Management Framework to Federal Information Systems
NIST, February 201QNIST SP 80637]
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Table8-1, SP 80053 Security Control Families
Class ID | Control Family N8|§JSS3P E-PACS
AC
AccessControl P P PAC
Technical AU | Audit and Accountability P P PAU
Controls IA Identification and Authentication P P PIA
SC | System and Communications Protection P P PSC
AT | Awareness & Training P P PAT
CM
ConfigurationManagement P P PCM
CP | Contingency Planning P P PCP
Operational IR Incident Response P
Controls MA | Maintenance P
MP | Media Protection P
PE | Physical and Environmental Protection P P PPE
PS | Personnel Security P
Sl System and Information Integrity P
CA | Security Assessment and Authorization P P PCA
Management PL | Planning P P PPL
Controls PM [ Program Management P
RA | RiskAssessment P P PRA
SA | System and Services Acquisition P
Note that thee-PACSsecurity controlswsa t hr ee | etter designator,

designator of the correspondifigIST SP 80853] Security Control Family.
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Eachfacility has a Facility Security Level (FSL) that is determined basei$krSecurity controls may be
used to satisfy the FSL requirements in multiple waysl not every contrad appropriate for every FSL.
The contol listing shows the extent to which each security control is appropriate.

8.1 Technical Controls

Technical security controls (i.e., safeguards or countermeasures)Ed?PACSare primarily implemented
and executed by PACS through mechanisms contained iattevare, software, or firmware components
of the system or interconnected systems.

8.1.1 Identification and Authentication
The security controls in the Identification and Authentication (I&A) family specify the full set of controls to
completely authenticatée cardholder.

Table 8-2, Summary of Identification and Authentication Controls

Class|Family | ID Control

T PIA |PIA-1 |[Identification and Authentication Policy Implementation

T PIA |PIA-2 |Authentication Modes

T PIA |PIA-3 [ldentity Factor Authentication

T PIA | PIA-3.1]|Accepting Device (AD)

T PIA |PIA-3.2| Validation of Trusted Origin (VTO)

T PIA |PIA-3.3|Active Authenticatiorn(AA)

T PIA |PIA-3.4 | Protection of Authenticator (POA)

T PIA |PIA-3.5]|Revocation CheckRC)

T PIA |PIA 3.6 | Expiration Check (EC)

T PIA [PIA-4 |Signature Validation

T PIA |PIA-5 |Full Path Validation

T PIA |PIA-6 [CrossAgency Interoperable Authentication

T PIA |PIA-7 |Card Revocation Check Mechanisms

T PIA |PIA-8 |Provisioning via Import

T PIA |PIA-9 |Provisioning via Registration

T PIA |PIA-10 |PIN Caching
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8.1.1.1 PIA-1: Identification and Authentication Policy Implementation

Control: The E-PACSimplemens the identification and authentication measures specified iRabiéty
AccesgControl Policy,* including: authentication modes, accessing populations, time of day restrictions,
and threat level restrictions and exceptions.

Detailed GuidanceTheFacility AccessControl Policy (PPL-1) documents the policy that tBePACS
enforces during identificaton and authentication (PR, PPL4, PPL5, and PPL6). This control specifies
thatthe E-PACSimplement the documented policy.

8.1.1.2 PIA-2: PACS Authentication Modes
Control: The E-PACSsuppors one or more PlVenabled authentication modes.

Detailed GuidanceThere are three types of authenticationfactos) fisomet hi ng you have
possession of the PIV Card; b) fisomething you know
Asomet hing you areo, for ex amgaideolderiherecasgeanytwaysi on o f
thesefactorscan be used in combination to authenticate a cardh@dsadly, these are categorized as 1

factor, 2factor and Jactor.Each specific combination is an authentication mode.

Table8-3 enumerates theE-PACSenabled authentication mechanisms

ACL?0 indicates that t he Aut hent i c aAliAghentiddtiod e i s av
modes a& available on the contactinterfadel nt 20 i ndi cates t hat t he Aut hen
across cards from other PIV issuers.

Any reference data used by the PACS as an authentitad® and/or BIO and/asymmetric key) must
be protected bthe PACS in accord with PE8.4.Without this protection, it is not a valid authentication
factor.

41 The Facility AccessControl Policy does not need to be a separate document and could be incorporated irgtantieet
security documentatigsuchas anoverall facility security policyor a Facility Security Plan
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Table8-3, PACSenabled Authentication Mechanisms
Factors | PACS-enabled Authentication Mechanism| Max Confidence CL? | Int? [ Factors
No PIN to PIVIPIV-1** (without cryptography) No Confidence CL P
Factor I==1UIb (FASGN, UUID) No Confidence cL | P
CHUID+VIS Little or No Confidence| CL P Have
BIO Some Confidence - P Are
One CAK Some Confidence CL Have
Factor
CHUID® + PIN to PACS Some Confidence CL P Know
CHUID + BIO to PACS Some Confidence CL P Are
CHUID + PIN to PACS + BIO to PACS High Confidence CL P Know + Are
CAK + PIN to PACS High Confidence CL Have + Know
Two - -
CAK + BIO to PACS High Confidence CL Are + Have
Factor
BIO-A High Confidence - P Have + Are
PKI-Auth High Confidence - P Know + Have
PKI-Auth + BIO Very High Confidence| - p | Know+Are
+ Have
PKI-Auth + BIO to PACS Very High Confidence| - p | Know+Are
Three + Have
Factor m x
; - now + Are
CAK + BIO Very High Confidence - + Have
CAK + BIO to PACS + PIN to PACS Very High Confidence| CL fﬁ’;’l’/;’ Are

42 Note thatPIN to PIV/PIV-l is not an autentication mechanism. Rath®iN to PIV/PIV-I is only a component of PKAuth,
BIO, or BIG-A.

43 CHUID is not a factor without VISCHUID providesa possible indexe.g., FASGN, UUID, GUID, human
entered). Here, for example, the CHUID is used as anxifudd”IN to PACS.
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8.1.1.3 PIA-3: Identity Factor Authentication
Control: When authenticating an identity factor, &€& ACSperforns a complete factoauthentication that
includes the following five authentication elements:

1. Accepting Devicei device that interacts with card or cardholder for authentication purposes.

2. Verification of Trusted Origin T ensuring thathe authenticatorsome fromatrusted source.

3. Active Authentication i authentication that requires activity by the card or cardholder such as a
challengéresponsgsubmitting a biometric sampler a PIN challenge

4. Protection of Authenticator i ensuring that the integrity and confidiatity of authenticators are
not compromised.

5. Revocation Checki ensuring that authenticators have not been revoked.

Detailed GuidanceThough there are clear differences between the various typas@know, andare

identity factors, they each reqeithe same five elements for a full and complete authaptic&mitting

any of the authentication elements introduces a vulnerability that would permit a counterfeit or cloned card
to be incorrectly authenticated (i.e., falsely accepted

Each of thdive authentication elements is given a confftlese are enumerated in P3AL to PIA3.5.
Table8-4 highlights theauthentication elements appliedhave know, andarefactors.

Table8-4, Authentication Elemers

Have Factors Know Factors Are Factors
Authentication . CHUID + VIS 1 PIN to PIVPIV-I* 1 BIO-A
Mode: 1 PKI 1 PINto PACS 1 BIO
1 CAK 1 BIO to PACS
PIA-3.1 I Smart Card Reader 1 PIN PAD 1 Biometric Reader
Accepting Device
PIA-3.2 9 Verify signature onthe | 1 PIN to PIVPIV-IT trust | § Verify signature on the
CHUID and validate transferred by PIV biometric and validate
Verification of associatedContent AuthenticationPrivate associate€ontent
Trusted Origin Signer Certificate Key Signer Certificate
I PKI- Signature Check | 1 PINto PACSi Secure | § BIO to PACSI
on PKI Certificate comection to Protected storage for
1 PKI-CAK (Asymmetric) authoritative reference Biometric Reference
- Signature Check on Template
CAK Cerificate 1 SeePIA-5
1 SYM-CAK (Synmetric)
T knowledge of shared
secret
1 SeePIA-5

“PIN to PIV/PIV-l is a knowledge factor only if the identity card is verified as a PIV orIRDdrd through another authentication
mechanism such as CAK or RPRUth.
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Have Factors Know Factors Are Factors
PIA-3.3 1 Challenge Response | 1 PIN to PIVPIV-Ii 1 Biometric Match
Verified on Card, crypto)
Active channel transfers trust t
Authentication PACS
1 PIN to PACSI Verify
in PACS
PIA-3.4 1 Protection from 1 PINto PIMPIV-1'i 1 Encrypted (or controlled
Modification by non provided by FIPS 14Q access) at rest,
Protection of vetted entities Level 2 Module 1 Secure delivery to
Authenticator 1 Protection from 1 Encrypted (or controlled comparison element
duplication is desired, access) at rest,
and is typically achieve( § Secure delivery to
by active authentication comparison element
(seePIA-3.3)

PIA-3.5

Revocation Check | For all PIV factors, revocation checking is always accomplished by perfofivgl and
(within 18 hours) revocation checkingn PKI-CAK or PIV Authentication certificates

8.1.1.4 PIA-3.1: Accepting Device (AD).
Control: TheE-PACShas Accepting Devicahat support I&A requirements documented in the Facility
Access Control Policy.

Detailed GuidanceThe accepting devi ce, c cinafactodpresente byithed a
cardholderExamples of ADs are card readers (contact and/or contactless), PIN pads, fingerprint readers,
iris scanners, and other biometric deviggswith any PACS, e accepting deviceseequipped with

internal tamper switches, mount tamper switches, line voltage monitoring, and other protections preventing
attacks attempting to manipulate or copy the data collected or physical locatiendefvice

8.1.1.5 PIA-3.2: Validation of Trusted Origin (VTO).
Control: The E-PACSverifies(1) the issuer, (2) that the reference authentiéatmeated by the issuer and
(3) that the reference authentica®not altered.

Detailed GuidanceThis control establishes trust in boltetissuer and the reference authenticator created
by the issuerSee alsd?IA-5.

Where a digital certificate is provided for the reference authenticatorf¢e.g.PIV Authentication Key, a
Card Authentication Key, or a Biometric Object), signature validation andaPBWerformed on the
digital certificate to establish VTO.

Where secret key cryptography is useasureshat the PIVor PIV-1 Cardcontains he shared secret (the
secret or symmetric keyp establish VTOThis is accomplished by establishing a mutually authenticated
session based on the secret or symmetric key.

To mitigate substitution attacks) B-PACSensures that theublic key presentefibr authentication is the
same one registered in the PACS database record for that credamgiavay this can be achieved is using
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a secure hashVithout this check, an attacker can easily copy a known good CHUID and put his own PKI
credentials on the o&, defeating the access control decision process.

8.1.1.6 PIA-3.3: Active Authentication (AA).
Control: The E-PACSverifiesthat the factor presented (1) matches the reference authenticator and (2) is
genuine and is not altered, cloned, forged, replayspaofed.

Detailed GuidancecEvery aut hentication compares or fAmatcheso
reference authenticatdrhis operation may be implemented or protected by one or more cryptographic
mechanismsThe techniques for activauthentication vary by factdExamples of Active Authentication

include:

1. Have Challenge/Response (applies to both public and secret keys)

2. Have VIS. In general VIS is a very weak form of AA, and is much weaker than any of the other
environmentsVIS is appropriate for facilities that require little or no confidence in the asserted
identity.

3. Know: PIN to PIVPIV-I (the PIVor PIV-I Card matches the presented PIN with the reference PIN
stored on the cajdPIN to PIVPIV-I is a knowledge factor oniftheidentity card is verified as a
PIV or PIV-I Card through another authenticatimechanisnsuch as CAK or PKI.

4. Knowl edge: PI'N to PACS (the PACS Amatchesd the
securely stored in the PAGSSeePIA-3.4.

5. Biometric: BIO and BIGA (the PACS matches the biometric template provided by theCahd
with the live scan biometric presented by the cardhalder)

6. Biometric: BIO to PACS (the PACS matches thentetric template securely stored in the PACS
with the live scan biometric presented by the cardhal&egPIA-3.4.

7. Have, Know, Biometric: CAK plus BIQA) specifically requires the PACS to confitimatthe PIN
activated BI@-A) read is explicitly from the same card as the CAK challenge/respotisstiate
of authentication

8.1.1.7 PIA-3.4: Protection of Authenticator (POA).
Control: The E-PACSprotectkthe integity and confidentiality of the reference authenticator used by PIA
3.3.

Detailed GuidanceThe POA authentication element assures that the reference authenticator used in PIA
3.3 is adequately protecteéthe E-PACSprotect the authenticator where it isosed (at rest) and where it
is transmitted (in motionJhere ardour cases:

Case 1The reference authenticator is carried by the &1¥I1V-I Cardand provided by it to the PACS to
perform the authenticatiothe PACS trusts that the Ptf PIV-I Cardhas correctly protected the
Authenticator Examples include:

1. Digitally-signed and PINprotected biometric reference templates

Case 2The reference authenticator is carried by the &1¥IV-1 Cardand used by it to perform the
authenticationThe PACS trusts that the Ptf PIV-I Cardhas correctly protected the Authenticatond
that it has correctly performed the authenticatiExamples include:

1. PIV Authentication Key
a. PIN to PIVPIV-I (trust that the PI\or PIV-l Card has authenticated tR&N is transferred
to the PACS as a result of the PIV authentication Key challenge).
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2. Cad Authentication Key

Case 3The referenced authenticator is registered in the PACS syBlenPACS trusts itself to correctly
protect the authenticatdéxamples intude:

1. PINto PACS
2. BIOto PACS

Trug and integrity in these modesquirethe PACS to provide the following capabilities:

1. Digital signatures binding the credential number to the BIO and/or Plah(equivalent secure
process)

2. Protection of the PIMndBIO with encryption at rest

3. Secure communications from the PIN or BIO capture device to the system element that performs
the comparison

4. Use of FIPS 142 validated cryptographic services

5. The PACSdoesnot cache the PIV or PNV Card's PIN.The PACSensursthat the PIN to PACS

value is unique and distinct from the PIV or RI\Card's PIN.SeePIA-10.

6. The PIN and BIO authenticators used in PIN to PACS and BIO to PACS constitutetarlong
derived credentialAs such the PACS follovg the requirements detad in [NIST SP 80663-1]
Section5.3.5.

Case 4: The PACS uses symme@iK between the card and the syst&ymmetric CAK supports single
or mutual authenticatiohis mode is an option offered by PIV, lisinot interoperable across the federal
enterprise (see Appendix ASpecial handling of keys is needed to ensure integrity of this mechanism:

1. There is a secure key distribution mechanism to ensure all parts of the PACS receive and protect the
symmetric kgs appropriately.

2. All symmetric keys managed by the PACS are stored in and processed using FP&lidated
modules.

3. Itis recommended that these keys be stored in a FIPQ L40el 2 hardware device.

4. Diversification of card keys as well as rollovértioe master keys should be used

8.1.1.8 PIA-3.5: Revocation Check (RC).
Control: The E-PACSverifiesthat the credential presented has not been revoked.

Detailed GuidanceThe RC authentication element veriftatthe credential created by the issiser
acceptedRC is important because the issuer may have revoked the credédria.are two cases:

General Casefhe organization that issued the RIWPIV-I Cardis different than the organization that

operates th&-PACS (This is the general cas@.he E-PACSperforms an RC on the PIV Authentication

Certificate(or the equivalent PI\f Authentication Certificate or CI Signature Certificate Further, if the

reference authenticator has its own certificate (e.g. a certificate for the fingerprint ipritegn he E-
PACSalsoperforma RC on t he r ef er en¢gikappicaiehent i cat or 6s <cert

TheE-PACSmay perform the RC check at the time of accAssa performance optimization, tBePACS

may i nstead choose to perform RC Whichaevdstategyis advance
used, thee-PACSpositivelydetermingthat at the time of authentication, the RC status information is not

older than 18 hours, the mandated maximuwvad bythe FPKI Common Policy.
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Special CaséAn organization may have an Enterprise IdM in pléeehis environment, it is possible to
have direct provisioning and gbeovisioning of access records that are tightly bourtduman Resources
processesT his provides a faster (and potentially more secure) way of managing revocation, as the
organization does not have to wait on Ri&Kpropagate CRL status information that may be over 18 hours
stale.This method must be in addition RKI status checkingerPIA-3.2andPIA-5.

Whenever a RC check is performad Expiration Checls also performedseePIA-3.6).

8.1.1.9 PIA-3.6: Expiration Check (EC).
Control: The E-PACSverifiesthat the credentidlasnot expired.

DetailedGuidance: The EC authentication element veriftbsitthe credential created by the issiger
acceptedEC is important because the credential may no longer be valid, and issuerd vélloke expired
credentialsf they are compromised aftexpiration The E-PACSchecls the expiration data in the CHUID,
the CAK Certificate, or the Authentication Certificate according to the mode of authenticationlmarse
of these casethe sgnature of these objecisalso verified(seePIA-4).

8.1.1.10 PIA-4: Signature Validation
Control: The E-PACSverifiesthe signatures of any signed objects involved in authentication (e.g.,
authenticating acceptance devices, the card or the card holder).

Detailed GuidanceSignature validation of a data object provides validation of origin (trust in the creator

of the daa object) as well as a proof of data integrity (the data object has not been invented or modified
since its creation). Signature validation may be achieved for static data objects by a verification of the hash
value of the data objects against the hashevaf the same data object stored after a full signature

validation.

This control substantially overlapgth control 3.2, Validation of Trusted Origin (VTChlowever,
signature validation is central to all RKhsed authentications; this duplicatioroat signature validation
to be explicitly recognized as a control in its own right.

8.1.1.11 PIA-5: Full Path Validation
Control: The E-PACSusesPDValfor signed objects involved in authentication (e.g., authenticating
acceptance devices, the card or the cardenpld

Detailed Guidancefull path validation is central to all PKased authentications; this allows path
validation to be explicitly recognized as a control in its own rigtking into account all possible
revocations of intermediate CA®DValis paformedatthetime of use or with a frequency in accordance
with federal commopolicy. The PDVal status can then be cached to improve performance at time of
access

PDValis performedat time of use or with a frequency in accordance with local polioyg usched status
values.Depending on the local polici2DVal may additionally require:

1. Policy Mapping
2. Basic Constraint Checking
3. Name Constraint Checking
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The E-PACSincludesan enterpriseCertificatePath Validation CPV) component thatonforms withNIST
Recommendation for X.509 Path Validatidday 3, 2004hat processes X.509 certification paths
composed of X.509 v3 certificates and X.509 v2 CRLs.

The CPV componensupportghe following features:

Nameconstraints

Policy Mapping

Basic Constrain€hecking

Name Chaining

SignatureChaining

CertificateValidity;

Key usage, basic constraints, and certificate policies certificate extensions;
Full CRLs; and

CRLs segmented on names.

CeNoohRwWNE

Defined in[RFC 5280].

The CPV componenverifiesthat digital signatures and public keys in the certification path chain in

accordance withRFC 5280, using the appropriate algorithm as detailed in the certifi¢hts. is, theCPV
componenterifiesthat the signature on each certificate in the patifigs using the public key in the
preceding certificate, and the signature on the fi
public key.

The CPV componenverifiesthat issuer and subject names in certification paths chain in accendihc

[RFC 5280. That is, theCPV componenterifiesthat the issuer of each certificate in the path was the
subject of the preceding certificate, and the issuer of the first certificate in the path is the name associated
with the trust anchor public key

Note that full path validation includes checks of the expiration, revocation, and signature for each certificate
in the path, implementing PIA 3.4, PIA5, PIA-3.6, and PIA4.

8.1.1.12 PIA-6: Cross-Agency Interoperable Authentication
Control: The E-PACSsuppors authentication of PIV and PW/Cards from other issuers via:

1. PKI, or
2. PKI-CAK

TheE-PACSmay support the authentication of PIV and RI€ards from other issuers via:

SYM CAK
CHUID + BIO
CAK + BIO
PKI + BIO
PIN to PACS®
BIO to PACS

oubkwnpE

“SPIN values are not automatically interoperable.
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The relativeassurance levelsf these mechanisms are specified &ble8-3.

Detailed GuidanceThe E-PACSsuppors Asymmetric Card Authentication Key to maximize
interoperability with PIVI Cards.

8.1.1.13 PIA-7: Card Revocation Check Mechanisms
Control: The E-PACSsuppors verifying that the PIMCard has not beamvoked usinghe PIV
Aut henticationi Kiegdtsedomgitlaé¢ Ca&rd Aut hentication K

Detailed GuidanceOCSP, SCVP, and CRL checks are all mechanisms to verify that a digital certificate
used for cryptographic authentication has not been revéie®. 201 requires that all Pi¥ard issuers
supportthe retrieval of validity dat&=FIPS201 requires that all PIV Card issuers support HTigRtweight
directory access protocdlDAP), and OCSP as access methods for the retrieval of validity data

An organization may have an EntegarildM in placeln this environment, it is possible to have direct
provisioning and d@rovisioning of access records that are tightly bourtdubman Resourcgwocesses.
This provides a faster (and potentially more secure) way of managing revocatlmpaganization does
not have to wait on PKI to propagate CRatus information that may be o8 hours stalel'his method
must be in addition to PKI status checking.

8.1.1.14 PIA-8: Provisioning via Import
Control: The E-PACSsuppors batch import of identity records from a trusted source.

Detailed GuidanceThe E-PACSaccepsimport of records from a source it trusts and that complies with
the security requirements described in the detailed guidance ¢4.PIA

8.1.1.15 PIA-9: Provisioning via Registration
Control: The E-PACSsuppors registration of a PIV or PIN Card from an internal or external source.

Detailed Guidancein-person registration includa biometric verification of the cardhold@he Facility
Access Control Policy may requigathering attributes beyond those available from the card)@@rd.
Personnel Adjudication Syste@RAS clearance information)t is recommended that the PACS always
record the following from a PIV or PN/ Card:

1. CHUID;
2. PIV Authentication Certificateand
3. Card Authentication Certificate (if available)

Provisioning via Registration saiis§ controls PIA3.1, PIA 3.2, PIA 3.3, PIA 3.4, PIA 3.andPIA-3.6
specifically for the PIV Authentication Key and for the biometric object (the fingerprint template).

Special Casefhe E-PACSsuppors off-site, remote visitor request workflow proceBkis functim
provides a webbased workflow tool to enable visitors to remotely submit the following information to the
security office:

CHUID;

PIV Authentication Certificate

Card Authentication Key Certificate
Sponsor informationand

PR
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5. Date and time of visit

An effective visitor request workflowensurs, prior to provisioning the PIV Card to tliEePACS that:
1. PIA-3.2andPIA-5have been satisfied
2. The visit request is approved by the sponsor and the security adminjstrator
3. Access control privileges within tHePACSare assigned by the security administrator

8.1.1.16 PIA-10: PIN Caching
Control: The PACSdoesnot cache the PIV or PN Card's PIN.

Detailed GuidanceThe PACS ensusdhatthe PIN registered for PIN to PACS authentication modes is
unigue and distinct from the PIV or PIMCard's PIN.Thisis enforced athetime d registration of the
bearer's credential to the PACS for use in PIN to PACS authentication modes.

The PACSdoesnot cache the PIV or PV Card PIN as a result of active authenticai@ndescribed in
PIA-3.3.

8.1.2 Access Control
The Access Control family of security controls addresses the controls for how facility access control
decisions are made, given that the card holder has successfully been idamtifeedhenticated.

Table 8-5, Summary of Access Control Controls

Class|Family| ID Control

T PAC |[PAC-1 [Enforcement of Rules of Access

T PAC |PAC-2 |Access Control Exception Procedures

T PAC |[PAC-3 |ExclusionList Check

8.1.2.1 PAC-1: Enforcement of Rules of Access
Control: The E-PACSenforces theaccessules specified in the Facility Access Control Palicy.

Detailed GuidanceThe Facility Access Control Policy documents the rules of access§PFhis control
enforceghe documented rules of acceBhis policy defines the relationship between the credettial,
individual it represents, and the mechanisms used to enforce associated acceExaigipies for access
rules include:

Time and scheduje

Role/group access

Force Protection ConditiofrPCON managementand
Escalation of authentication factors based on time/schedule

PwnE

8.1.2.2 PAC-2: Access Control Exception Procedures
Control: TheE-PACSprocedures and practicaddresshe possible causof access denial.
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DetailedGuidance:The use of PIV technology, together with one or more authentication factors,

introduces complexity which may ultimately lead to incorrect access denied decisions (false Téjeé&s).
PACSFacility hasmechanisms that enable legitimate cardaddo improve their performance (e.g. reduce
false rejects)However, the mechanisms should not be so powerful that attackers are able to exploit them to
obtainincorrect access control decisions (false accepts).

The E-PACShasprocedures and practicdsat manage this risk by preventing fraudulent users from

gaining access (e.g. for gaining access based on visual verification after a proper access denied decision
based on card revocation.) In contrast, legitimate @seencouraged to cooperate witletbystem to

improve the false rejection rates of any factor (eigmetrig contactlessength of authentication

8.1.2.3 PAC-3: Exclusion List Check
Control: The E-PACSverifiesthat the PIVor PIV-lI Card has ndbeenexcludedby a PACS system
administrator.

Detailed GuidanceA site or PACS system can maintaitish of cards/cardholders that should not be
granted access, regardless of whether the card is still valid or haebekead.Such a list is calledma
fexclusionlistd® and caroriginatefrom multiple sources.

8.1.3 Audit and Accountability

Table 8-6, Summary of Audit and Accountability Controls

Class|Family| ID Control

T PAU |[PAU-1 [Audit and Accountability Policy and Procedures

T PAU [PAU-2 [Audit Log RecordContents

T PAU |[PAU-3 |Card Usage Logging

T PAU |PAU-4 |Card Registration Logging

T PAU |PAU-5 | System Operation Logging

T PAU |PAU-6 | System Configuration Logging

T PAU |PAU-7 | Audit Analysis Capability

8.1.3.1 PAU-1: Audit and Accountability Policy and Procedures
Control: The E-PACSIlogs auditable events as documented in the Facility Access Control Policy.

48 An agency shoulébllow existing facility security policies in coordination with General Cseland Human Resources for issues
related to maintaining an exclusion list.
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Detailed GuidancePPL-8 specifies that the Facility Access Control Poliocumend auditableevents
This control specifies thalhe E-PACSimplemens the docunented policyand that adit controlsare
protected from unauthorized modification (tampering).

8.1.3.2 PAU-2: Audit Log Record Contents
Control: TheE-PACScollects and recordthe following information for auditable events:

ogkwnE

Date and timp

Element on which thevent occurred
Triggering event

Credential Identifier

Action Taken and

Additional Information

Detailed GuidanceSome types of information may not apply for certain evétfisinstance, there may
not be data in the event record for (4) Credentiahtifier or (5) Action Taken for a power failure event
The recorded information:

1.

2.

5.
6.

Date and timea system sequence may be used if a clock is not availdiiéels required so that

the order of events within tHe PACScan be sorted or sequenced.

Element o which the event occurreBor a reader, enough information to identify the specific
readerFor acontrollefpane] enough information to identify the specifiontrollerpanel

Triggering eventcard presented, power failure, tamper detected, reademasefupdate, reader
mode changed, et@r external event from integrated systems such as Video Analysis or Intrusion
Detection Systems

Credential Identifier One of: (1) Credential identifier, (2) Credential not recognized, or (3) Not a
credential evene.g. power failure)The credential identifieexactlymatctesor correlatsto a
credential identifier under which that Card was registered.

Action Taken(e.g. access granted or denied, identity authenticated or debigd) required)
AdditionalInformation (e.g. reader mode, credential type, number of retries)

8.1.3.3 PAU-3: Card Usage Logging
Control: The E-PACSIogs the following events:

PoONE

PIA-3.2 Verification of Trusted Origin

PIA-3.5, Path Validation

PAC-1, Enforcement of Rules of Access (e.g. Authorization decisions)

Mappings, transfions, or translation of numbers or identifiers used by different parts of the system.
(This is often calledredential number processing and transmisgion

Detailed GuidanceAny record generated by a credentighted evenis traceable to the credentihlat
was registered by the systelixamples: singl@umber multiple indexes andumbes for same credential,
transformation ohumber etc.

Recordsaresufficient to support reporting such as:

1.
2.

Card activity (e.g., 3 days of card activignd
Last knownlocation card was used
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8.1.3.4 PAU-4: Card Registration Logging
Control: The E-PACSIogs, collects,and recordevents at the time the card is registered to the system

Detailed GuidanceThesystems records thellowing eventsat card registration.

PIA-3.2, Verification of Trusted Origin

PIA-3.5, Path Validation as appropriate

Authentication Factor(s) verified (e.g. PIV Authentication Key, PIN, and/anéioc)
Status of background investigation

Status of suitability

agrNE

8.1.3.5 PAU-5: System Operation Logging
Control: The E-PACSIogs securityrelevant events initiated by théead End $stem

Detailed GuidanceSecurity-relevant events initiated by tihéead EndSysteminclude, butarenot limited
to:

=

Periodic certificatd’DVal and revocation statufiecking as defined iRIA-3.2, Verification of
Trusted OriginPIA-5, Path Validation

Any modification to the status of a credential in the PA@Sitity Management SystertDMS);
Push of credential status throughout the PACS

Individual and group reporting of alarres.g., door force, door prop)

Badge holder tracking by group or individual

What date individuals were provisioned ormltevisioned and by whom

Verification of software driven configuration changasd

All readers and their modes

N~ WN

8.1.3.6 PAU-6: System Configuration Logging
Control: The E-PACSIogs configuration changes to all system hardware, software and firmware
components.

Detailed GuidanceConfiguration changes to all system hardwaoftvgare and firmware components
include:

Verification of softwaredriven configuration changes
Any modification of the status of the PACS

System time

Software updatesand

Admin actions

arwnNPE

8.1.3.7 PAU-7: Audit Analysis Capability
Control: The E-PACSprovides a capability to analyze and correlate audit logs.

Detailed GuidanceAudit logs may be collected and recorded on different devices (PACS Head End,
ControllergPanels). The E-PACSaggregats, sors, and correlatethe multiple logsThe goal is to be able
to trace all activity of a given card in chronological ord@me aspct of this is the ability to determine the
most recent known location for the card.
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8.1.4 System and Communications Protection

Table8-7, Summary of System and Communications Protection Controls

Class|Family| ID Control

T PSC |PSG1 [Communication Between System Elements

T PSC |PSG2 |Trust Anchor Protection

8.1.4.1 PSC-1: Communication between System Elements
Control: The E-PACSprotecs communication between system elements and preirgnbduction of
untrusted elements

Detailed GuidanceThe E-PACSprotecst the integrity and authenticity of all identifiers and reference
authenticators in transmissiddryptographionechanismsin accordance with FIPS 14)are the most
common way of protecting integrity and authenti¢rgference PIA3.4 for examples)Othermethods to
detect tampering includealanced impedance wiring or similar hardwarechanisms

8.1.4.2 PSC-2: Trust Anchor Protection
Control: The E-PACSprovides a trust store for Root and Issui@grtificationAuthorities as authorized for
the PACS per local policy

Detailed GuidanceThe E-PACSallowsfor Create, Read, Update and Delete (CRUD) management of trust
store.This mechanism is used to provide management of the minimum set of trust anchors necessary to
operate th&-PACS This trust storés managed based on local security politys strongly recommended
thatthis trust store not be the standard vendor trust store, anthéhagndor automatally updateghis

trust storeso that it igurned offto mitigate the risk of low assurance certificate authorities being accepted
by the EPACS

The E-PACSsuppors X.500,HTTP and LDAPUniform Resource IdentifierdJRIs) for CRL location.
The E-PACSsuppors OCSP.

The E-PACSprovides the ability to specify multiple SCVP servers that are utilized in priority order.
The E-PACSsuppors cryptographialgorithmsrequired by NIST SP800-78].

8.2 Operational Controls

Operational security controls (i.e., safeguards or countermeasures)Hé&ACSare primarily
implemented and executed by people rather than the PACS.

46



PIVin E-PACS v3.0

8.2.1 Configuration Management

Table8-8, Summary of Configuration Management Controls

Class| Family ID Control

@) PCM |PCM-1 Configuration Administration

@) PCM |PCM-2 Component Installation and Configuration

@) PCM |PCM-3 Configuring Reader Authentication Modes

8.2.1.1 PCM-1: Configuration Administration
Control: The E-PACShas the ability t@nforce administrative privilege fapnfiguration management
operations

Detailed GuidanceThe E-PACSauthenticateadministratord¢o the heagend softwareising a process of
equivalent or greaterssuranc¢han the authentication modes supported by the system

8.2.1.2 PCM-2: Component Installation and Configuration
Control: The E-PACShas the ability tananage the system througbnfiguration management methods.

Detailed Guidancelnitial configuration of hardware settings (e dual inline packageIP) switches)s
performedat installation and not for management of the hardware tree.

Each PACS physical component (e.g. system and door corfpatiet readers)s separately defined and
addressable within the server user interface.

The E-PACSsuppors configuration downloads to each componditie systenprovides sufficient logging
for verification of downloadds status.

8.2.1.3 PCM-3: Configuring Reader Authentication Modes
Control: The E-PACSsuppors bi-directional communications to all readers that support dynamically
configurable authentication modes.

Detailed GuidanceAll E-PACSusing dynamically configurable readetgoport bidirectional
communications vth the system.

Where multiple authentication modes are supported, the follcavemget:

(1) Bidirectional communication with the readgesupported.

(2)Formultif act or readers, appl i cdantindivduad reasldr @ grogfl | o ws

readersod®6 authentication mode from the server

(3a) This support is present in the following administrative scenarios: The site administrator arbitrarily

decides that all readers or a subset of readers must regja@emore or fewer authentication factors
for whichthe readers are presently configured.
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(3b) Based on temporal access rules the administratoFlsetsystem suppartlynamic assignment of
individuals (or groups of individuals) and resources (doors) on a time based schedule.

(3c) Based oifrorce Protection ConditioifPCON*’, Maritime Security (MARSECY or other similar
structured emergency response protocol for wttiehvendor claims suppoitherei s a i@duirement
for an administratoroés physical presence at a r

(3d) if a time delay of longer than 120 seconds is required for a reader to changeini®des;
consideredhoncompliant.

8.2.2 Contingency Planning

Table 8-9, Summary of Contingent Planning Controls

Class|Family| ID Control

O PCP |PCR1 [Continuity of Operations

8.2.2.1 PCP-1: Continuity of Operations
Control: The E-PACSprovidestestable methodologies for backup and restoration of databases

Detailed GuidanceTestable methodologiésclude butarenot limited to:

Onsite and remote backsgppport

Automatic v. manual backup optians
Destination media supported

Perform backupséstores for supported optigns
Kill power and test resiliengy

Kill network; and

Trust store and authenticator recovery

Nogah~wbdE

o
n
w

Physical and Environmental Protection

Table8-10, Summary of Physical an@&Environmental Controls

Class|Family| ID Control

@) PPE |PPEl [Secure Processing Protection

8.2.3.1 PPE-1: Secure Processing Protection
Control: The E-PACSperforns all security relevant processing on the secure side of the physical security
boundary.

“7 Seehttp://www.fas.org/irp/doddir/dod/i2000_16.pitir FPCON details.
8 Seehttp://www.uscg.mil/safetylevels/whatismarsec. BEspMARSEC details.
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DetailedGuidance:No security relevant decisiomsemade by system components that do not belong to
the cardhol derdéds credenti al whhissapecifitally ppples tetheadoor t he a
readerSecurity relevant processing includes:

PKI PDVal (PIA-3.2);

Nonce generatiorP{A-3.3);
Challenge/respons@IA-3.3);

Biometric matching for 1:1 verificatiorP(A-3.3);
Certificate revocation anstatus checkingRIA-3.5);
Credential identifier processing; and
Authorization decisions

Nogos~wbdE

Certain compensating controls may be applied such as tamper switcH&$R®d 462]-certified
cryptographic processing within the reader itself.

8.2.4 System and Information Integrity

No additional controls in this system family are identified for PACS at this titoeever, the controls in
[NIST SP800-53] do apply to PACSIn addition,IP-based systems may have additional concerns such as
gealocation, authentication and integrity of devices.

8.2.5 Awareness & Training

Table8-11, Summary of Awareness and Training Controls

Class|Family| ID Control

6] PAT [PAT-1 |Security Awareness and Training Policy and Procedures

6] PAT [PAT-2 |Security Training Records

6] PAT |PAT-3 |Contacts with Security Groups and Associations

Training for users and guards on using biometrics in the system deaarty may need to be described.
8.2.5.1 PAT-1: Security Awareness and Training Policy and Procedures

Control: An organization establigly conducs, and compeswith PACSrelatedtraining policies and
procedures.

Detailed GuidanceThere is no detailed guidanagthis time.

8.2.5.2 PAT-2: Security Training Records
Control: An organizatiormaintairs training records.

Detailed GuidanceThere is no detailed guidanagthis time.
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8.2.5.3 PAT-3: Contacts with Security Groups and Associations
Control: An organizatiorestabliskesand maintais contacts with Security Groups and Associations

Detailed GuidanceThere is no detailed guidanagthis time.

8.3 Management Controls

Management security controls (i.e., safeguards or countermeasureskf&&CSfocus on the
management of sk and the managemaenitinformation system securitfhese controlsequire ongoing
management over time

8.3.1 Security Assessment and Authorization

Table8-12, Summary of Security Assessment and Authorizati©antrols

Class|Family| ID Control

M PCA |PCA-1 |Fire, Life and Safety Certifications

M PCA |[PCA-2 UL 294 Assessment

M PCA [PCA-3 |FIPS 201 APL

M PCA |PCA-4 [FIPS 140 Validation

M PCA [PCA5 |Facility Assessment

M PCA [PCA-6 |Security Authorization

8.3.1.1 PCA-1: Fire, Life and Safety Certifications
Control: The E-PACSobtairs appropriate certifications required to comply with federal and local fire, life
and safety requirements.

Detailed Guidance System ownedeterming appropriate life safety requirements for their facility and

obtain allapplicablecertifications.Building codes from the National Fire Prevention AssociatitifiPA)

such as NFPA 72 and NFPA 101 Life Safety Cedmnsulted during the planning stagesnfaccess

control project. These codes require that an access control system be connected to the Fire Alarm Control
PanelIn addition, forgovernment owned and leased facilities which are under GSA, the GSA fire and
safety office of the particular regi@mealso consultedas well as the Federal Protective SeryiRS)

since fire alarm monitoring is usually done by the FPS Mega Centers.

8.3.1.2 PCA-2: UL 294 Assessment
Control: The E-PACSobtairs external certification such as those provided by Underwritersriatdry
Inc., standard U294

Detailed GuidanceThe E-PACShasthe following core certifications as appropriate to components within
the systemThese certificationareachieved prior to listing on the AP[1) UL assessment (UL 294 at a
minimum).
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8.3.1.3 PCA-3: FIPS 201 APL
Control: The EPACSincorporats components listed on the GSA FIPS 201 APL at all points in the system
where products from an APL category are appropriate.

Detailed Guidancelit is important to note FIPS 140 Validation status when dhggsroducts from the
APL (seePCA-4, PIA-3.4). When implementing system componettg E-PACSonly implemens tested
version numbers. When the APL updatesapproved versionshe E-PACSis alsoupdated to support the
latest tested bug fixes.

Special Case: if a serious security exploit has been identified that requires an upeRfEaSsystemsit
may be necessary to update system components beyond the latest approved version listed on the APL.

8.3.1.4 PCA-4: FIPS 140 Validation
Control: The EPACSiIncorporats FIPS 140 Validated components at all points in the system where
cryptographic processing oasu

Detailed GuidanceSee [FIPS 140] for detailed guidance.

8.3.1.5 PCA-5: Facility Assessment

Control: The E-PACSis subject to a facility assessment to ensure the configuration, architectdre
validation components folloE-PACSguidance. In general facilitgssessmentgetreated like a pre
operational audit and done by a third party to the facility owner and integrator.

Detailed GuidanceAn E-PACSfacility assessments cover:
Facility Architecture
1. Ensure proper authentication is used basdth@facility securitylevee nd agency 6s det er
of risk for each area within the facility.

2. System complies with mandatory requirements and guidance
3. Supports current APL products

System Configuration
1. Fitness for use

2. Proper controls and policies are in placeetedt errors, monitor access and prevent intrusion
3. Products and specific version

Validation Components

1. Proper PKI configuration settings
2. Cached responses are being refreshed periodically

8.3.1.6 PCA-6: Security Authorization
Control: The E-PACSobtairs a security authorization.

Detailed GuidanceThe E-PACSmees security authorization requirements of FISMA gNdST SP 800
37] as applicable.
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8.3.2 Planning

Table8-13, Summary of Planning Controls

Class| Family ID Control

M PPL PPL-1 Facility Access Control Policy

M PPL PPL-2 Policy Specifies Assurance Level

M PPL PPL-3 Policy Specifies Authentication Modes

M PPL PPL-4 Policy Specifies Accessing Populations

M PPL PPL-5 Policy Specifies Rules dfccess

M PPL PPL-6 Policy Specifies Time of Day Restrictions for Access

M PPL PPL-7 Policy Specifies Threat Level Restrictions and Exceptions
M PPL PPL-8 Policy Specifies Auditable Events

8.3.2.1 PPL-1: Facility Access Control Policy
Control: The E-PACSincludesa documergd Facility AccessControl Policy.*

Detailed Guidanceit is difficult to measure the effectiveness ofEPACSIf the policy fit is expected to

enforce is not clearly documentéithis and the following controls explicitly specify withe policy

document.

8.3.2.2 PPL-2: Policy Specifies Assurance Level
Control: The E-PACSFacility Access Control Policy speigthe PACS Assurance Level required for

protecting this facilityin accordncewith the ISC FacilitySecurityLevel determination

Detaled Guidance:Facilities have varying requirements for facility protection, and therefore for the
assurancef the implemented security controlhe required-acility SecurityLevelis specified as one of:

S S

Level | - Low

Level Il - Medium
Level IlI - High

Level IVi Very High
Level V1 Very High, considered critical to national security

4 The Facility Access @ntrol Policy doesnot need to be a separate document and could be incorporated intstitard

security documentatiosuchasan overall facility security policgr a Facility SecurityPlan.
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8.3.2.3 PPL-3: Policy Specifies Authentication Modes
Control: The E-PACSFacility Access Control Policy spe@what Authentications Modes are required
and permitted for each security area [MIST SP 800116], unrestricted, controlled, limited, exclusion).

Detailed GuidanceSee [NIST SP 80Q16] for detailed guidance.

8.3.2.4 PPL-4: Policy Specifies Accessing Populations
Control: The E-PACSFacility Access Control Policy speigbthe various populations of individuals for
whom access to the facility is controlled.

Detailed GuidanceThe policy defingthe populations that are relevant for its operafidrese populatios
will often be drawn from the following list: Employee, Contractor, Temp Worker, Vissecurity Guard,
Local Security Administrator, System Administrator, and Security Administrator.

For example, th&-PACSmay include three specific populations: regular, visaod guest:

1 Regular: individuals with a card that may be issued by the local authority or another source that is
trusted by th&e-PACS and who regularly access the facility.

| Visitor: an external ger’that is requesting short term access to an agency facility.

1 Guest individuals who do not bring a card from a source that is trusted {B+B#RCS

8.3.2.5 PPL-5: Policy Specifies Rules of Access
Control: The E-PACSFacility Access Control Policy speigéthe rules of access for each population of
individuals for whom access to the facility is controlled.

Detailed GuidanceThere is no detailed guidanaethis time.

8.3.2.6 PPL-6: Policy Specifies Time of Day Restrictions for Access
Control: The E-PACSFacility Access Control Policy speiggtime of day restrictions for access.

Detailed GuidanceThere is no detailed guidanagthis time.

8.3.2.7 PPL-7: Policy Specifies Threat Level Restrictions and Exceptions

Control: The E-PACSFacility Access Control Policy speigbrestrictions and exceptions for access that
are based on the threat level.

Detailed GuidanceThere is no detailed guidanagthis time.

8.3.2.8 PPL-8: Policy Specifies Auditable Events
Control: The E-PACSFacility AccessControl Policy speciésthe events recorded in the audit log.

Detailed GuidanceThere is no detailed guidanagthis time.

50 An external user iany individual attempting or requesting access to agencytfesibr systems that is not an employee,
contractor, or primary affiliate of the agency. External users may be PIV holders from another agency, business partners, or
private citizens.
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8.3.3 Risk Assessment

Table8-14, Summary of Risk Assessment Controls

Class|Family| ID Control

M PRA |[PRA-1 |Assess risk in accordance withC Guidance on PACS

M PRA [PRA-2 |Use a riskbased methodology etermine security aredesignatiorfor physical
spaces in each facility.

As indicated ifHSPD-12], agencies were to begin using tteenmon identification standard in November
2006 to gain physical access to federalytrolled facilities and logical access to federalyntrolled
information systemgOMB M-11-11] states thaDHS and GSA will work together to provide agencies

with guidance for implementing the governmavitle architecture defined {fflICAM Roadmap] This

includes a DHS partnership with the GSA Public Building Service (PBS) to ensure that implementation of
physical access requirementsferd e r a | bui | diumnigws are implemented irPaBcSrdance

with [Facility Security LeveStandargland NIST guidelines.

Table8-15, Matrix of mappings

Authentication

NIST SP800-116 Example Areas
Factors

BadgingLobby, Visitors Center, Roadways,
0 Unrestricted Cafeterias, Gift Shop, Recreation Facilities,
Employee General Access to Buildings.

Building, Program or Code Has Requested
Accountability Controls, Access to Program Area
1 Controlled Not Storing CNSI, NaMEI Facility, LAN Closet,
Electrical Closet, Hazmat Suppliesdmin Building,
Facility Services, HQ.

Special Program Area Storing CNSI, MEI Facility,
2 Limited Other Very Sensitive Documents or Equipment,
SEB, Mishap Investigation Facility.ab Space.

Mostsensitive areasuch as those containing trade

3 Exclusion
secrets.
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9. PACS COMPONENTS

Table9-1summarizes the basic, core components of current PACS implementatierterms listed below
are used throughout the remainder of this document for consistency.

Table9-1, Core PACS Components

Component Name Description
Contact Reader: A smart card reader that communicates with the Integrated Circuit chip in a smart ¢
using electrical signals on wires tou

interface is standardized by International Organization of Standards / Irdeaiati
Electrotechnical Commission (ISO/IEC) 7836[ISO/IEC7816] The reader may also
include a keypad for PIN entry and/or a biometric sensor as integral components

Contactless Reader: A smart card reader that communicates with the Integrated Circuit chip in a smart d
usingRadio FrequencyRF) signaling. The PIV contactless interface is standardized
ISO/IEC 144431SO/IEC 14443] Use of 125khz card is not part of the PIV stantfard

The reader may also include a keypad for PIN entry and/or a biometric sensor as i
components

Door Reader Interface | This functional interfacenvhich can be in the Door Reader or the Contrfiflane]
comes in different configurationgIPS 201does not specify which protocols can be u
for this interface, provided the necessary data can be communicated to the
ControllerPanel Typical deployed implementations support transmitting a small am
of data (on the order of 10 to 15 bytes), butFIE1 defines data elements which are
much | arger. Therefore, depending on
to the Door Reader to ControliPanelinterface may also be required. At a minimum,
14 decimal digit FASEN Identifier will be spported in most cases. Note that any
change to this interface may also necessitate changes to the physical wiring and c
infrastructures.

Controller/Panel A device located within the secure area that, among other functions, communicate
multiple PIV Cardreaders and door actuators, and with the Head End System. The
Card readers provide cardholder information to the ContfBlere] which it uses to
make access control decisions and release door locking mechanisms. The
ControllerPanelcommnunicates with the Head End System to receive changes in ac
permissions, report unauthorized access attempts and send audit records and othe
information. Most modern controllémanelscan continue to operate properly during
periods of time in whic communication with the Head End is disrupted and can jour
transactions so that they can be reported to the Head End when communication is
restored.

Head End System A system including applicatiosoftware, database, a Head End server, and one or m
networked personal computers. The Head End server is typically used to enroll an
(Sometimes referred to| individual's name, create a unique ID number, and assign access privileges and arj
asAccess Control expiration date. The server is als@d4o maintain this information and refresh the
Server): ControllerPane(s) with the latest changds. additionto taking care of PI\Card
registrationsthe servemayalsosupport alarm monitoring, operator control, system
configuration, transaction logginggport generation, graphic assessment, and back |
the controllefpaneldatabaseCaching status proxy may also reside in the head end

Door A door is amanaged breach in a secure perimtitat is controlled by the PACSor the
purposes of this docoent, it has an Attack Side and a Secure Side.

%1 See [OMB M10-15].
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Component Name

Description

Servers/External
Interfaces

Because PACS are now using credentials issued by external providers, they have
interface with external systems such as:

PIV issuance provider

Interfaces to the equivalent oha-fly -list;
PKI servicesand

Other Head Ends

coop

Infrastructure

Distributed substructure of a largeale organization that facilitates related functions

operations, e.g., telecommunications infrastructure. With regard to PACS, compon
includeconduit, cabling, power supplies, battery backup, electrified door hardware,
position switches, and remote exit devices, as well as connectivity with other life sg

systems that will ensure egress in the event of an emergency.

Certificate Path
Validation

Performs certificatpathvalidationfunctionality. This validates that the trust chain for
the credential is not revoked, expired, or otherwise comprourisssiP|A-5
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10. AUTHENTICATION PATTERNS

This section outlines theommonauthenticatiorpatterns (also called use casgs3ociated with the use of
PIV or PIV-l in PACS.The patterns are aligned wiiNIST SP 800116] authentication mechanisms as
they pertairto gaining access to security areas (Ggere7-1).
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Tablel10-1, summarizesll of theauthenticatiorpatternscontained within the section, organizadthe

number of authentication factors provided by the pattern. The number of authentication factors dictates if a
pattern issufficient to move through thearioussecurity areawithin a facility.>? Following the summary

table, this section is dividadto two subsections, which distinguish between 1) thaogkentication

mechanisms which are considered acceptable for target state use because they meet the control objectives of
HSPD-12 and the vision and goals of the ICAM segment architecture; andsg) ttrechanisms which are

only sufficient for legacy or transitional use while an agency moves towards the targéVitateeach

pattern, the document provides a description of the paitefinsights and consideratioEsch pattern

lists unmitigatedhreats specific to ifNote that eme threats apply tall patterns

%2 This table shows an example area movemenapirentication pattern. For a complete listing and discussion of all area
movement permutations, see [NIST SP-80@] Table 72.
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Table10-1, Summary of Patterns to Moving Between NIST SP 8D06 Security Areas

O
&
‘.\§\}
&
AP
1))
o\\. R
4
S
Example
Mzg_t:c::f:sz 121 NisT sP 800-11
# Pattern Name Interfa Authenticators Vulnerabilities ) ’ Area Movement
Patterns with No Factors 1 5|6[7|8|]9]|10f11( 12
1 VIS V|V No None
2 Partial CHUID clcL v v [V v No None
3 Primitive CHUID C| CL \Y VIiVI|V]|V No None
4 CHUID c|cL v viv|v]|v No None
5 Enhanced CHUID C| CL \Y VIV]|V No None
6 Primitive BIO C V|V \Y \ No None
Patterns with One Factor
7 Enhanced CHUID +VIS | C | CL Have v v|v|v No Unrestricted to
Controlled
8 Asymmetric CAK clecL Have v v Yes Unrestricted to
Controlled
9 SYM CAK clocL Have v v No Unrestricted to
Controlled
10 BIO c Are v No Unrestricted to
Controlled
11 CHUID +PINto PACS | C | cL Know v No Unrestricted to
Controlled
12 CHUID+BIOto PACS | C | cL Are v No Unrestricted to
Controlled
13 BIO-A to PACS clecL Are No Unrestricted to
Controlled
Patterns with Two Factors
14 BIO-A c Have + Are No Unrestricted to
Limited
15 PIV-Auth c Have + Know v Yes Unrestricted to
Limited
16| | Asymmetric CAK + PIN to PAGS | CL| Have + Know v Yes Unriisn:'gzd o
17 SYMCAK +PINto PACS C | CL| Have +Know v No Unrestricted to
Limited
Patterns with Three Factors
18 Asymmetric CAK +BIO-A| C Have + Know + Afe Yes Unrestricted to
Exclusion
19 SYMCAK +BIO-A | C|  |Have +Know +Afe No Unrestricted to
Exclusion
20 PIV-Auth + BIO-A c Have + Know + Afe Yes Unrestricted to
Exclusion
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10.1 Acceptable Target State Authentication Patterns

This section outlines the authentication mechanisms vérielconsidered acceptable for target state use.
Each of these mechanisms meets the minimum requirements for strong authentication through the use of
challenge/response cryptography. Additionally, these mechanisms meet current policy and architectural
guidance to implement ICAM infrastructure that supports interoperability athes®deral enterprise.

10.1.1 Pattern #8: PKI-CAK

ThePACS useshe asymmetric CAK (from the CAK certificate) in a challenge/response proideel.
PACS validates the CAK certificate (vahi should use PDValghecks the CAK certificate's
revocationstatug@ nd checks the CAK certificatebds expiration

1 Factor

10.1.1.1 Use Case Diagram

2. Send CAK certificate

-

PIV/PIV-l Credential W ( cess Control Point 4 Enterprise Physical Access

1. Present or {Unattended) ™ Control Infrastructure
Insert card 3. Challenge/Response |

- [C]e]2] |-
‘ = ‘ @
f—] HEE
|| E EEE
-
' l 5. Upon PACS Panel

authorization
check, open door

)

\ ) Head
- Unit

Admin Workstation

Controller

A - oy
4. Perform Validation Functions

Validation Functions

iometric

Validation Validation
£ 8
/j"-? e ©

Signature Certificate
Validation Validation
!1 = bV
- EL%
=) k

Card Certificate

Expiration Check Revocation Check |
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10.1.

1.2 Description

This pattern can use the contact or contactless interface.

1.

10.1.

Present or insert PIV or PHW/Card to cad reader.
a. PKI-CAK certificate is read from thelV or PIV-I Card

The PKICAK certificate is sent to the-EACS Infrastructure.

Perform Challenge / Response:
a. PKI-CAK certificate is sent to the PACS cryptographic validation function.
b. PACS sends challenge tard (based on the public key in the CAK ifiete).
c. Card sends a response using private key on the chip
d. The PACSsignaturevalidation function validates the card response.

The PACS performs validation functions.
a. PKI-CAK cerificate PDVal and revocation chedlseePIA-5).

b. ThePKI-CAK certificate expiration date is checked to ensure that the card has not
expired (se®IA-3.6).

Upon successful challenge/response and PDVal/revocation check, the PACS checks whether the
authenticated cardholder is authorized to enter.

a. Upon authorization, the door is unlocked.

1.3 Unmitigated Threats

Unmitigated PACS Threats

Social Engineering

Use of Unreported Lost or Unreported
Stolen Card (until card is revoked)

10.1.

1.4 Appropriate Use

This pattern is onéactor authenticationT hereforethis pattern is sufficient for moving froem
Unrestricted areanto a Controlled area.

Exclusion

Control Point D Control Point E

Unrestricted
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10.1.2 Pattern #15: PKI-Auth

ThePACS useshe private key (from the PIV Authentication certificitén a challenge/response protocol.
The PACS validates the PIV Authentication certificate (which should use PDValihankis the
PIV Authentication certificate's revocatigtatus The PACS also checks tRdV Authentication

certificate's expiration date.

2 Factor

10.1.2.1 Use Case Diagram

53 Or Authentication PKI Certificate in the case of a PI@ard.
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